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Fig. 3. The rectangular patch with off-state frequency at 2.75 GHz at
reflection coefficient (-11.795 dB).
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(b)

Fig. 4. Current distribution in ON state Values (a) At 2.05GHz,
R=1.40hm, L=0.4nH; at 2.75GHz, (b)At 2.75 GHz, R=2kohm, L=0.4nH,
C=0.6 pF.

Fig. 4 (a) shows the surface current distribution for
PIN diode ON state and hence both patch P1 and P2 are
radiated. As the radiating length of the antenna increases,
the frequency will decrease to 2.05 GHz. Fig. 4 (b) shows
the surface current distribution for the PIN diode OFF state
and hence patch P1 accumulates the total current, P2 is not
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radiated. The radiating length of the antenna decreases, and
the frequency will have raised to 2.75 GHz.
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Fig. 5. Patterns of Radiation for ON and OFF state Values (a) At
2.05GHz, R=1.40hm, L=0.4nH; (b) At 2.75GHz, R=2kohm, L=0.4nH,
C=0.6 pF.

Fig. 5(a). shows the radiation pattern of the antenna for the
OFF state at 2.75 GHz. The gain raised to up to 7.45 dB shown in
Fig. 5 (b). shows the radiation pattern of the antenna for the ON
state at 2.05 GHz. The gain drops to 3.05 dB due to radiating of
the diode. Table 1 refers to a Comparison table of the proposed
work with the previous reference.

TABLE I. COMPARISON OF PROPOSED WORK WITH THE
PREVIOUS PAPER

Reconfiguration

Ref. Freq. BW E Pattern Gain
(GH2) req Pol

2.10-
[5] 2.9 34.52 No Yes 0°, +50° 4.31dBi
GHz

2.05-
[4] 3.13 14 No Yes 0° 3.04dBi
GHz
2.0-
[3] 2.96 345 No Yes 0°,90° 4.31dBi
GHz
1.5-
[2] 35 10 No Yes 0°, £90° 3.31dBi
GHz
2.05-
2.75 10.5,7 Yes No 0° 7.45dBi

GHz

THIS
WORK




2022|International Conference on Intelligent Innovations in Engineering and Technology ICI I ET — 2022

V. CONCLUSION

The design and simulation of a pin diode-loaded
frequency reconfigurable antenna are presented in this
study. The Pin diode is located between the inner patch. To
prevent the diode from shorting out, the bias line has been
placed above the substrate with some space between it and
the diode. The antenna's resonance frequency can be
changed from 2.05 GHz to 2.75 GHz by adjusting the
capacitance amount, according to the simulation. The gain
radiation pattern is raised to 7.45 dB at 2.75 GHz and
lowered to 3.05 dB at 2.05 GHz. With an adjustable
bandwidth of around 10% and impedance matching of
better than -10dB, the recommended antenna offers a
significant frequency advantage.
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Abstract—Terahertz (THz) study experienced a
remarkable advance in recent years. THz filters are utilized
for controlling THz signals in the applications of the THz
region. The difficulties in designing THz filters are their
higher bandwidth, changeable resonance frequency, low
return loss, and low insertion loss. This article examines the
frequency response of a metamaterial based on an
octagonal complementary split ring resonator (O-CSRR).
The proposed O-CSRR is simulated on COMSOL
Multiphysics. The results display good performance on
filter parameters like resonant frequency range 7.3 THz to
7.8 THz, 1.3 THzof 3-dB, -25.17 dB of return loss(RL),
insertion loss(IL) of Oand transmittance of 100%. The
proposed O-CSRR THz filter finds application in THz
communication, screening, imaging, etc.

Keywords — Metamaterial, Octagonal complementary
split ring resonator, Terahertz.

I INTRODUCTION

Terahertz radiation, which has frequencies between
0.1 and 10 THz and wavelengths between 30 m and 3
mm, is located between infrared and microwave radiation
on the electromagnetic spectrum. [1,2]. THz devices find
application in  medication, sensing, imaging,
spectroscopy, communication, etc [3-5]. THz devices
like waveguides, filters, antennas, and switches are
exclusively important for THz innovation [6,7].
Metamaterials (MMs), are materials that have better
properties than the naturally available materials,
properties like negative refractive index and non-natural
magnetism in the THz range[8].

ISBN: 978-1-6654-5652-4
e-ISBN: 978-1-6654-5650-0, 978-1-6654-5651-7

Split-Ring Resonators (SRR) and CSRR are the two basic
metamaterial designs, SRR shows negative permeability and
permittivity near the resonant frequency. The CSRR structures
obtained by the inscription of SRR structures in the background,
CSRR have extreme applications in designing terahertz
bandpass filters [9,10].

The SRR and CSRR are available in many conventional
structures like Circular, Square, Triangular [11-13], etc. Many
structures including the conventional and nonconventional
shapes of CSRR are used for designing THz filters [14] with
different resonant frequencies and 3-dB bandwidth. Narrow BPF
is designed using different shapes like plus, asterisk, and circular
metamaterials [15]. Multi-layer MMs are used to design
wideband THz filters [16]. For the THz innovation, it is very
necessary and horrible to control the THz wave signals
successfully. THz filters are the regulatory component in THz
detection, THz communication, and THz imaging.

In this paper, the frequency response of O-CSRR
metamaterial is analyzed in the THz region. The performance of
the proposed filter is tabulated.

1. PROPOSED O-CSRR FILTER

In this Article, the CSRR-based THz bandpass filter is
designed using an octagonal structure. O-CSRR is designed over
the conductive layer on a Polytetrafluoroethylene (PTFE)
substrate. A CSRR only allows signals near the center frequency
to pass through it. The copper layer is shown to be the best
possible electrical conductor, the rest of the domain is filled with
air.
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The unit cell has boundary conditions that are
Cloquet-periodic on each of its sides. The top and
bottom layers with unit cells are regarded as perfectly
matched layers. The perfectly matched layers reduce
the wave as it passes in the perpendicular direction to
the PML boundary.

The transmission and reflection characteristics, as
well as the S-parameter values, are automatically
determined by the port boundary settings. Magnetic
resonance is formed by the gap between the inner and
outer layer and also, by the split gap. CSRR performs like
an LC structure with a resonating property. The current
generated by the THz signals flows along the layers. The
current gets induced from one layer to another through
split gaps which are responsible for the capacitance in the
form of displacement current.

Equivalent inductance (Leq) will be represented by
the continuous loops that make up a ring, and equivalent
capacitance by the divided gaps (Ceq). The resonant
frequency of the proposed O-CSRR structure is derived
from the Leq and Ceq value of the structure.

1

S e fLe,

Fig. 1. Proposed O-CSRR THz filter

The proposed O-CSRR THz filter is shown in fig 1, which
uses the geometric parameters of width ‘w’ of both inner and
outer layers, inner layer split gap of ‘s’, an outer split gap of ‘d’,
and the space between the two layers is ‘g’.

If the split gap 'd’ and ‘s’ increases, resonant frequency
increases with the decrease of capacitance. Space between the
layer’s ‘g’ increases, decrease in mutual capacitance leads to
increases in resonant frequency. The resonant frequency
decreases if the layer width ‘w’ increases, due to the decrease of
mutual capacitance and mutual inductance.

I1. RESULTS AND DISCUSSION

The proposed O-CSRR-based metamaterial structure is
simulated on COMSOL Multiphysics by considering the
boundary conditions. The transmittance and reflection plot are
shown in fig. 2 It shows that the proposed structure behaves like
a bandpass filter with a resonance frequency of 7.2 THz, 3-dB
bandwidth of 1.2 THz and the transmittance is almost 100%.

nsmittance

Reflectance, transmittance, and absorptance

5 [
Fraquaency (THz)}

Fig. 2. Transmittance and Reflection plot
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Table |, depicts the performance of the O- the ‘d” value on the scale of 0.5 um from 0.5 pm to 3
CSRR THz filter when the split gap of the inner layer  um. The filter performance is characterized by its RL
is fixed at s = 0.5um. The evaluation is carried out by  and IL values, at d = 1 pm the RL and IL values are
keeping the ‘s’ value constant at 0.5um and by varying  low at -25.57 dB and -0.008 dB respectively.

Table I. Performance of O-CS

RR THz filter for initial value s = 0.5um

S.No. d Resonance 3dB RL IL
(um) | frequency Bandwidth (dB) (dB)
(THz) (THz)
1 0.5 7.3 1.2 -22.48 -0.010
2 1 7.3 1.2 -25.57 -0.008
3 15 7.4 1.2 -25.17 -0.010
4 2 75 1.1 -25.04 -0.011
5 2.5 7.6 1.1 -22.56 -0.021
6 3 7.7 1.3 -22.67 -0.021

Table 11, depicts the performance of the O-CSRR THz filter when the split gap of the inner layer is fixed

ats = 1um. The evaluation is carried out by keeping
the scale of 0.5 um from 0.5 pm to 3 um. With the
output parameters.

the ‘s’ value constant at 1um and by varying the ‘d” value on
increase in ‘s’ value causes a very small difference in filter

Table Il. Performance of O-CSRR THz filter at s = 1um

S.No. |d Resonance 3dB Return loss | Insertion
(um) | frequency Bandwidth (RL) loss (IL)

(THz) (TH2) (dB) (dB)

1 0.5 7.3 1.3 -22.69 -0.018

2 1 7.3 1.3 -23.88 -0.014

3 15 7.4 13 -24.40 -0.012

4 2 7.5 1.2 -23.48 -0.017

5 2.5 1.7 1.2 -22.22 -0.021

6 3 7.8 1.2 -21.78 -0.025

0.g|

0.4

Transmittance

0.4

0.2

Frequency (THz)

Fig. 3. Transmittance plot of O-CSRR THz filter at s = 0.5um

Fig. 3, shows the transmittance plot of the
proposed THz bandpass filter for 1 THz to 9 THz
frequency for the different values of ‘d” at s = 0.5um.
The resonance was obtained between 7.3 THz to 7.8
THz.
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Transmittance

Frequency (THz)

Fig. 4. Transmittance plot of O-CSRR THz filter at s = 1um

Fig. 4, shows the transmittance plot of the
proposed THz bandpass filter for 1 THz to 9 THz
frequency for the different values of ‘d’ at s = 1um.
The resonance was obtained between 7.3 THz to 7.8

THz.
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Fig. 5. Return Loss plot of O-CSRR THz filter at s = 0.5um Fig. 7. Insertion Loss plot of O-CSRR THz filter at s = 0.5um
Fig. 5, shows the RL plot of the proposed THz Fig. 7, shows the IL plot of the proposed THz
bandpass filter for the different values of ‘d” at s = bandpass filter for the different values of ‘d” at s =
0.5um. At the resonance frequency, the return loss 0.5um. At the resonance frequency, the insertion
is low, at d = 1 pm, the RL is very minimum of - loss is low, at d = 1 pm, the IL is very minimum of
25.57 dB. -0.008 dB.
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Fig. 6. Return Loss plot of O-CSRR THz filter at s = 1um Fig. 8. Insertion Loss plot of O-CSRR THz filter at s = 1um
Fig. 6, shows the RL plot of the proposed THz Fig. 8, shows the IL plot of the proposed THz
bandpass filter for the different values of ‘d” at s = bandpass filter for the different values of “d” at s =
1um. At the resonance frequency, the return loss is 1um. At the resonance frequency, the insertion loss
low, at d = 1.5 um, the RL is very minimum - is low, at d = 1.5 um, the IL is very minimum -0.012
24.400B. dB.

V. CONCLUSION

The O-CSRR metamaterial-based THz bandpass
filter is designed and investigated. The structure is
simulated on COMSOL Multiphysics. The center
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frequency of the O-CSRR bandpass filter ranges [15] H. Shahounvand and A. Fard, Design and Simulation of a

from 7.3 THz to 7.8 THz. with a maximum 3-dB New Narrow Terahertz Bandpass Filter. SN Appl. Sci. 2, 1-
. ' 7 (2020).

bandwidth of 1.3 THz. The S-parameters are [16] J. Ruan, F. Lan, L. Wang and S. Ji, Ultra-Wideband THz

simulated to find the RL and IL of a filter, which Metamaterial Filter with Steep Cut-Off. J. Electromag.

gives the minimum RL of -25.57dB and IL of -0008 Waves Appl. 35, 431-440 (2021).

dB at resonant frequencies. The proposed O-CSRR
THz filter finds applications in THzcommunication,
security screening, and other emerging THz
technologies. In the future, this structure can be
investigated with different substrate materials to
reduce the return loss and insertion losses further
low.
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Abstract—This paper presents, a C-shape aperture coupled
four-port cylindrical dielectric resonator (DR) based multiple
input multiple output (MIMO) antenna. The proposed geometry
consists of four orthogonally placed CDRAs, to achieve
minimum isolation of -28dB between the ports. The size of
CDRAs is chosen such that it covers the frequency range
5.09GHz - 5.93GHz for the 5.62GHz WLAN application. Two
orthogonal modesHEMY,; and HEMY,swere excited in the
CDRAsby incorporating a C- shaped aperture.

Keywords— Aperture Coupling, Cylindrical DRA, Multiple
Input Multiple Output, WLAN

l. INTRODUCTION

Current cellular technology needed lightning-speed data
transmission rates to boost its capacity and dependability.
The idea of a Multiple-Input Multiple-Output antenna
technology differs from that of a Single-Input Single-Output
(SISO) antenna, such that MIMO involves placing multiple
DRAs on a specific substrate, which is a promising feature
for achieving higher data rates, significant spectral efficiency,
and high channel capacity in a dense multipath scenario
without increasing signal power. Dielectric resonator
antennas provide several benefits over microstrip patch
antennas, including low conductor losses, ease of excitation,
excellent radiation efficiency, enhanced impedance
bandwidth, and higher gain[1]. Dielectric resonator antennas
come in basic three forms hemispherical, rectangular, and
cylindrical shapes, and based on their shape and dimensions
DRA generates different modes. Greater flexibility is
provided by the cylindrical DRA, where the ratio of radius to
height determines both the resonant frequency and the Q-
factor. Accordingly, multiple Q-factors may be achieved by
adjusting the DRA's dimensions for a given dielectric
constant and resonant frequency [2]. Other than the basic
three structures mentioned above also some geometries could
be designed such as mushroom-shaped structures, and
rectangular DRA with airgap for increased resonant
frequency to get flexibility in designing the MIMO geometry
[3, 4].

A two-element cylindrical dielectric resonator geometry
having three ports along with two modes for MIMO
application had been presented by Das G. et al. [5]. The given
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dual-mode MIMO antenna achieved the isolation of -20dB
with a dimension of 40x60x8.6 mm? and operates in the
5.15GHz to 6.0GHz frequency range. Goffar A. Sarkar et al.
[6] presented a four-element MIMO DRA having a
dimension of 140x45x8.29 mm?and provided isolation of -
25dB for WLAN application. This antenna covers the 4.7
GHz - 6.2 GHz frequency band. A bowtie DR antenna
comprising two, four, and eight radiators applicable to public
safety (4.94 GHz-4.99 GHz) along with indoor WLAN (5.15
GHz-5.35 GHz) application, was presented by
KethavathuS.N. et al. [7] having a dimension of 120x51.2x8
mm? with isolation of -15dB. A quad-directional pattern was
provided for a single-band spatially segregated eight-port box
structure CDR-dependent MIMO antenna with dimension
50x50x11.1 mm3had been presented by Kumari T. et al. [8].
It covered the frequency rangeof5.45 GHz-6.16 GHz
bandwidth with -25dB isolation throughout the band.

Compactness should be the main concern for any efficient
MIMO antenna for WLAN application. From the literature
survey carried out in the above articles, it was analyzed that
the existing antennas were larger in dimension and also had
lower isolation. So, to overcome these demerits, a C- shaped
aperture coupled four-port DRA-based MIMO antenna has
been presented in this work. This antenna is compact in
dimension and provides better isolation compared to the
antenna described in the literature. Also, this antenna covers
the entire upper band of the Wireless Local Area Network
(WLAN)with a resonant frequency of 5.62GHz.

1. PROPOSED ANTENNA GEOMETRY

The proposed C-shape aperture-coupled MIMO antenna
as shown in Fig. 1(a), consists of a square-shaped FR-4
substrate(eg,, = 4.4,tan § = 0.02)having Length Ls, Width
WSs, & Height Hs. Four orthogonally arranged cylindrical
DRA of Diameter D; and Height Hy, as shown in Fig. 1(b),
have been chosen for the proposed geometry to cover the
WLAN frequency band with isolation of -28dB. The four
CDRA have been excited with a C-shape aperture-coupled
feeding mechanism by keeping the ground plane on top of the
substrate and a microstrip line of dimensions LnXWm on the
bottom side of the substrate. All four CDRA are made up of
ceramic material alumina (e4ymina = 9-8,tan & = 0.002).
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W,

(b)

Fig. 1. MIMO geometry (a) Top view (b) Isometric view. [(D;=14.64,
H;=9.5, Ls=50, W=50, Hs=1.6, Ln=21.5, W=W,=3, L,=6.25, C,=7.5,
C,=4, C5=1.5, C4=1.5) . All dimensions are in mm]

I1. RESULTS AND DISCUSSION

For simulation alongside inspection of the antenna
presented here, Ansys High-Frequency Structure Simulator
EM simulation software has been used. Fig. 2represents
different scattering parameters of individual ports of the
presented IMO geometry without DRA, along with DRA
configurations. From Fig.2 it is clear that in the absence of
the DRASs there is no resonance and the antenna starts
resonating in the presence of CDR. The antenna is resonant
at a frequency of 5.62GHzcovering the frequency range of
5.09 GHz — 5.93 GHz in the higher WLAN band. The
fractional bandwidth observed for port-1, port-2, port-3,&
port-4are 15.24% (5.09GHz - 5.93GHz), 15.07% (5.09GHz-
5.92GHz), 15.24% (5.09GHz - 5.93GHz), and 15.04%
(5.10GHz - 5.93GHz) respectively.
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Fig. 2. Scattering parameters of the C-shape aperture coupled antenna
(without DRA and with DRA)

The isolation curve among different ports for the
proposed geometry has been exhibited in Fig. 3.
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Fig. 3. Isolation of the C-shape aperture coupled antenna

It is observed that this antenna achieves minimum
isolation of -28dB at the resonant frequency.

The surface current distribution diagram, depicted in Fig.
4 illustrates the concentration of current between the
dielectric resonators on the ground plane of the MIMO
antenna. The concentration of lower current denotes
improved isolation between the ports of the MIMO antenna.
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Fig. 4. Surface current distribution of the C-shape aperture coupled antenna
at 5.62 GHz
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The E-field distribution graph has been illustrated in Fig.
5 resonating at 5.62 GHz frequency. With the help of a C-
shape aperture, the hybrid mode HEMZX, 5 has been excited in
CDRA; & CDRA; as shown in Fig. 5(a) and 5(b)
respectively.

b

Fig. 5. Electric field distribution of the C-shape aperture coupled antenna at
5.62 GHz for port-1and port-3 (a) Top View(b) Front view

The E-field distribution graphs shown in Fig. 6(a) and
6(b) confirm that the hybrid mode HEMY, s has been excited
in CDRA; & CDRA, respectively.
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Fig. 6. Electric-field distribution of the C-shape aperture coupled antenna at
5.62GHz for port -2 and port-4(a) Top View (b) Front view

The theoretical equation to determine the resonant
frequency is given by the following mathematical expression

[9]:
= 037XV 274036 (i) + 0.02( )2] )
2ma \[e e + 2 2Hefr 2He
I Hegr 5
r.eff sal:; —, ,:_E )
and, Het = H + Haup ©))
Here, ‘g5 1s the effective permittivity of the CDR, ‘v’

signifies the velocity of light, ‘a = D1/2” represents the radius
of the CDR, ‘H’ is the height of the CDR, ‘Heg’ is the
effective height of the geometry and ‘Hg,,’ is height
associated with the substrate. Theoretically using “Eq. (1)”
the resonant frequency calculated for the WLAN band is
5.5GHz such that it is extremely similar to the simulated
resonant frequency 5.62GHz of the presented MIMO
antenna.

The graph of gain for the presented geometry has been
given in Fig. 7, which depicts that it is having 6.23dB gain at
the resonant frequency.
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Fig. 7. Gain of the C-shape aperture coupled antenna

The radiation efficiency graph is shown in Fig.8, and it
shows that the antenna achieves greater than90% efficiency
throughout the entire WLAN band.
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Fig. 8. Radiation efficiency of the C-shape aperture coupled antenna

The far-field radiation patterns of the presented geometry
have been displayed in Fig. 9. From Fig. 9(a) and 9(c), it was
observed that the value of co-polarization and cross-
polarization is having a difference of -17.55dB for the port-1
&3 respectively. Similarly, from Fig. 9(b) and 9(d) it was
found that the antenna has a difference of -16dB between co-
polarization and cross-polarization for port-2&4 respectively.
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Fig. 9. Far-field radiation pattern of the C-shape aperture coupled antenna

V. MIMO DIVERSITY PERFORMANCE
PARAMETERS

In this section, some of the MIMO diversity parameters
have been described such as ECC, MEG, DG, and CCL.

A. Effective Correlation Coefficient

ECC is applied to measure the associated correlation
between more than one antenna element.ECC is calculated in
two ways i.e., by applying S-parameters and with the help of
far-fieldpatterns[10]. The computation of ECC using S-
parameters is determined for a very highly efficient antenna
(~95%)because it determines field correlation among the
antenna units.
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Fig. 10: ECC of the C-shape aperture coupled antenna

The estimation of ECC via far-field delivers the true
value, and the formula is described in [10].In the presented
antenna an ECC of less than 0.00lis achieved which is
displayed in Fig. 10.

B. Diversity Gain

Diversity gain refers to the increase in SNR applicable to
more than one antenna element compared to a single antenna
geometry. Diversity Gain regarding MIMO antenna is
achieved by using formulae mentioned in [10]. This antenna
achieves a diversity gain of 10dB as shown in Fig. 11.

10.0000- j
=
= 9.9995] A R —.
2 —=—DG(1,2)
C  9.9990 —o—DG(1,3) -
e —A—DG(1,4)
£ 99985 —v—DG(2,3)
= , _ . —<4—DG(24)
o] ! ! :

9.9980] .. ] [ . D ,‘?,@z‘,‘),_

40 45 50 55 60 65 7.0
Frequency (GHz)

Fig. 11: DG of the C-shape aperture coupled antenna

C. Mean Effective Gain

MEG is used to measure the power received by a multi-
port geometry by comparing it to power received by an
isotropic antenna inside a fading environment. Poor densities
are set to be equivalent in a statistical framework, and MEG
is fifty percent of the radiation efficiency such that MEG is
determined using equations described in [10]. Generally,
MEG should not be less than -3dB for any MIMO antenna, it
could be seen from Fig. 12 that it is within an acceptable limit.
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Fig. 12. MEG of the C-shape aperture coupled antenna

D. Channel Capacitive Loss

CCL explains the maximum achievable message traveling
rate till then a signal could be transmitted to have zero
transmission loss. It could be determined by the formulae
described in [10]. The CCL should be less than 0.4b/s/Hz for
a MIMO antenna. It is presented in Fig. 13 it can be seen that
CCL is in, the allowable limit in the entire WLAN band.
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Fig. 13. CCL of the C-shape aperture coupled antenna

TABLE 1. Performance comparison of the proposed antenna along with
other existing WLAN-band DRAs

Ref. Dimensions | No.of Operating | FBW | Isolation ECC
No. (mm?3) elements Bands (%) at resonant
(GHz) frequency
(dB)
[5] 40x60 2 5.25-5.92 | 16.2, -20 <0.2
x8.6 15.2
[6] 140x45 4 47-6.2 | 275 -25 <0.002
x8.29
[7] 59.8x 2 47-6.1 | 26.6, -15 -
49.8x18 275
[8] 120x 8 477 - 14.7 -25 <0.03
51.2x8 5.44
This 50x50 4 5.09-5.93 |15.24, -28 <0.001
work x11.1 (P1, P3), |15.07,
5.09-5.92 |15.04
(P2),
5.10-
5.93(P,)
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The comparative study for the proposed MIMO antenna
concerning the existing WLAN band MIMO DRAs described
in the literature has been shown in Table 1. From the
comparison table, it has been concluded that the proposed
antenna is compact in dimension and achieved higher
isolation. Also, this antenna achieved better ECC when
compared to the other articles mentioned in Table 1.

V. CONCLUSION

In this work, a compact aperture-coupled four-port DR-
based MIMO geometry has been presented. C-shape aperture
coupled excitation is used to achieve
HEM{ s mode for CDRA1&CDRA; and further to get
HEMY, s mode for CDRA,& CDRA.. This compact antenna
is covering the frequency range 5.09GHz - 5.93GHz
resonating at5.62GHz. The orthogonal placement of DRAS
results in the minimum isolation of -28dB between the ports.
MIMO parameters have been studied and found to be within
an acceptable limit. Also, it has been found that this antenna
achieved ECC< 0.001 and is suitable for complete upper
WLAN band application.
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Abstract— Software-Defined Networks (SDN), a single
authority-managed network, vulnerable to various attacks,
demands high security to its Controller. The Denial of Service
(DoS) attack deactivates the network controller by flooding
packets. Hence, two solutions are proposed for the early
detection of DoS attacks: the Congestion control-based
algorithm with a rate-limited queue mechanism and the
Entropy-based algorithm with adaptive threshold estimation.
The first proposal involves the pre-detection of DoS attacks at
the early stages in SDN layers to prevent network congestion.
The continuous monitoring of SDN switch ports identifies the
repeated request of an IP / MAC address beyond a specified
threshold, estimated through the CPU utilization factor. For
the confirmed attack, the threat packets are queued separately
and rate-limited. The second proposal detects low-level attacks
by computing entropy and adaptive threshold estimation. The
mitigation process either blocks or redirects the packets to the
virtual host. The performance of the proposed algorithms in
POX-SDN controllers is analyzed using Mininet.

Keywords— Congestion control, CPU Utilization, DoS
attacks, Entropy, Mininet, POX-SDN Controller, Queuing, Rate
limit, SDN Switch.

. INTRODUCTION

Software-Defined Networking (SDN) is a growing
network paradigm that involves the separation of the control
plane from the data plane. The centralization of the network
control function ascertains network programmability and
flexible network management that promotes network
innovation [1]. When improving network performance, the
vulnerability to security problems never confronted in
conventional networks seeks attention in SDN. The vital
threats like control plane saturation in SDN, due to the
flooding of TCP / ARP / UDP packets, lead to Denial of
Service (DoS)[2].

The DoS attack degrades the machine and network
performance and makes the network unavailable to the
proposed clients. During this attack, the channel bandwidth
of the switch is occupied, causing overload for the switch
flow table [3]. These attacks are caused by spoofing the IP
or MAC address of the desired host in a network, and they
can be handled by imposing firewalls at different layers of
the SDN controller [4]. However, the packets from genuine
hosts also get blocked whenever the firewall blocks the host.
Hence, the detection and termination of malicious packets
generated by the DoS attacker at the initial stages prevent
flooding efficiently. However, the timely detection and
prevention mechanism must be a lightweight protocol with
high responsive time [5]. Therefore, the proposed
algorithms focus primarily on the early detection of low-
level attacks (TCP flooding) in SDN controllers.
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Il. LITERATURE REVIEW

The paper [3] analyzes the security threats to
various planes of SDN. Different security approaches
portray the security stages that safeguard every plane for
network-wide security in SDN. It highlights the present and
future security challenges and future bearings for secure
SDN. The article [6] emphasizes one of the severe SDN
attacks called the saturation attack that over-burdens the
foundation of SDN networks. The attacker can deliver many
table-miss of the packet-in messages from the resources in
both planes of the SDN network. FLOOD GUARD, a
lightweight protocol with an autonomous defense structure
for SDN networks, is proposed to relieve this security threat.
It has two modules: proactive flow rule analyzer and packet
migration. Modulel progressively determines the flow rules
by reasoning the runtime logic of the SDN/Open Flow
controller and its applications to protect the implementation
of network policy agreements. Module2 stores the flooding
packets and submits them to the Open Flow controller using
rate limit and round-robin scheduling to safeguard the
Controller from overloading. Hence, the protocol effectively
adds only minor overhead to the entire SDN/Open Flow
infrastructure. SDN-GUARD [7] is a novel framework for
distinguishing and moderating SDN rootkits with a dual-
view comparison  recognizing malicious  network
programming attempts. The framework assessment
demonstrates the adequacy and flexibility of the application
over relatively small performance overhead.

The paper [8] concentrates on SDN security and
analyzes the threats and countermeasures from three
perspectives, based on the part of the targeted SDN
paradigm, i.e., the data forwarding layer, control layer, and
the application plane. The paper [9] introduced SLICOTS,
an efficient countermeasure to mitigate TCP SYN flooding
attacks with a static threshold value that cannot adjust to
traffic modifications. In paper [10], a mitigation scheme is
developed for the DDoS attack on the control plane at a
fixed time interval by blocking the port without considering
the link latency, bandwidth utilization, and system resource
utilization. The paper [11] proposed a dynamic changing IP
address scheme to confuse the attacker. However, the IPs
could not be shuffled in this method with no free addresses.
The paper [12] introduced Packet Checker to automatically
identify the injected packets, notwithstanding for the
detection of attacks on pre-existing hosts.
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1l. PROPOSED WORK

DoS attack generates a vast number of process requests
to the SDN controller, causing an abrupt increase in the
network traffic, and shutting down the Controller. In this
paper, two solutions are proposed for the early detection of
Dos attacks.

A. Congestion Control-Based Algorithm

The algorithm is proposed over the Data link layer of the
SDN controller [13] for continuous monitoring of Switch
ports. The attack is revealed whenever an IP or MAC
address is repeatedly requested beyond a specific threshold
prescribed at Layer2 of the firewall. The case of genuine
packets with increased data flow rate is considered by
reducing the link speed and further implementing the queues
[14]. The reduced link speed decreases the packet arrival
rate for a specific time interval.

Meanwhile, the firewalls over layer 4/7 try to block the
attackers, and the assailants try to use other desired host IDs
to provoke attacks over the network. Thus, the exertion
attempts to create a mirage for the assailants and prevent the
system from inundating or flooding. The initial few hundred
packets pursue the process, and hence, the mitigation is
applied before the Controller gets saturated. Fig.1 depicts
the significant steps involved in the algorithm as flow rate
monitoring, determination of threshold, and rate-limiting.

©

Monitoring the incoming packets

Maintaining a table with Destination
IP. Destination MAC & Count

Count > Threshold

Default Queue Rate Limited Queue

Fig. 1. Congestion Control algorithm

Al. Flow rate monitoring

The continuous monitoring of SDN switch ports to track
for an abrupt rise in the packet flow rate is sufficient to
reveal the possibility of a DoS attack, even during multiple
simultaneous threats. Every incoming packet's MAC and IP
addresses are inspected to trace for the packets with
identical source and destination IP or MAC addresses. The
specific group of similar packets entering the network at an
unusual data rate is also classified as a threat. The incoming
packet flow rate is calculated at the ports of SDN switches.
The Controller extracts the packet identity from the

ISBN: 978-1-6654-5652-4
e-ISBN: 978-1-6654-5650-0, 978-1-6654-5651-7

PACKET_IN message and evaluates the repetition of
similar packet occurrences at a rate more significant than the
assigned threshold.

A2. Determination of Threshold

As the main objective of the DoS attack is to slow down
the network, CPU utilization is selected as a primary factor
to determine the threshold value. The adaptive threshold
value is made proportional to the available CPU resources
of the system. The CPU utilization of 50% is selected as the
threshold value. The value selection is mainly due to the
limitation of incoming new connections as less than 50% to
each host in the network. The second reason is the limitation
in the number of switches and hosts connected to each
Controller. The third reason is that the computation done for
each host other than the attacking host is less than 25% in
standard scenarios. If one host alone consumes more than
half of the CPU resource in a network with four hosts, it is
detected earlier.

A3. Rate Limiting

An efficient method is needed to settle down the abrupt
increase in the network traffic to prevent overwhelming the
SDN controller assuring delicate handling of the host. The
random incoming packets are alienated and channeled into
two queues, namely, Q1 and Q2. The discrete queues are
implemented to classify and limit the threat packets from
regular traffic. The usual traffic is directed to Q1 and is the
default queue. Further, the threat packets are Q2 and are
limited to the average packet rate. The arrangement shown
in Fig.1 has effective control of egress output from the
switch.

B. Entropy-based Algorithm

A novel solution for the early detection of low-level
attacks (TCP flooding) is proposed using the concept of
entropy, shown in Fig.2. Entropy represents the degree of
randomness associated with a variable. During DoS, entropy
distribution concerning destination IP tends to be less
random and is significant in regular traffic.

_ ( max(E), for benigntraffic
Entropy () = { 0 , for abrupt traffic

The randomness of the data flow is determined, and the
threshold value is estimated. The attack is confirmed based
on the threshold value followed by the identification of the
victim and attacker. The mitigation is done in two methods.

e Method 1 - Blocking the packets from the attackers

e Method 2 - Redirecting the packets toward the virtual

host

B1. Table generation

In blocking the packets, a table is maintained to keep the
Destination IP, Source IP, and a Count variable to track the
number of packets transmitted from a source to a
destination. Whenever a packet is received, the table is
updated. The POX controller checks for the enabled (set)
status of any one of the flags - SYN, SYN-ACK, or RST
during the reception of a TCP packet. The set status of SYN
or RST flags increments the count value, and the enabled
SYN-ACK flag decrements the value in the table.
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Moreover, the entropy of the packets is measured to confirm
the detection of the attack. Entropy measures randomness or
uncertainty associated with the random variable (destination
IP). If a large volume of packets flows towards a particular
destination, the randomness decreases the entropy. It is
calculated using equation (1).

B0 = ) ~P(x,)log;P(x,) @
i=1

E denotes entropy, x represents the destination IP address,
and n indicates the total number of destinations. However,
the packets flow from any random source to the destination
in standard cases. It ensures that the packets are not directed
toward any particular host. Higher randomness ascertains
the higher entropy.

@

Table Generation with Source
IP, Destination IP & Count.

1

Initialize a list for threshold
recalculation

Store the entropy
value in the list

Attack Detection

Threshold recalculation and
this new thresheld will be
used for entropy comparison

Redirect to a
wvirtual host

—
Fig. 2. Entropy-based algorithm for TCP flooding detection

B2. Threshold Estimation

The packets are sent at the rate of 5%, 10%, and
15% of the total link bandwidth. Furthermore, the average
entropy for individual data rates is calculated and is
followed by the Mean and standard deviation obtained for
individual data rates. The normal distribution is plotted
using mean and standard deviation. Using the three Sigma
rule, the threshold is estimated. Then, the entropy obtained
for real-time traffic at regular intervals is compared against
the threshold value.
The CPU utilization of 50% is selected as the threshold
value. The value selection is mainly due to the limitation of
incoming new connections as less than 50% to each host in
the network. If the entropy is greater than the threshold, it is
added to a list. Once the list is full, the new threshold is
recalculated by estimating the mean and standard deviation
from the available values of the list and then applying the 3-
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sigma rule. Since the network traffic characteristics vary
with time, the threshold is adaptive.

The lower valued entropy compared to the threshold, all the
count values of the table are checked against a constant.
This constant is fixed based on the number of hosts
available in the network. The attack is confirmed for the
count values greater than or equal to the constant.
Otherwise, the network traffic is regular. The attacker and
the victim are identified from the table, followed by the
mitigation process by blocking the packets or redirecting
them to a virtual host. Thus, the network returns to its
normal state after mitigating the attack.

V. IMPLEMENTATION

Mininet [15] is a suitable environment for implementing
SDN. A simple topology shown in Fig.3 is used to
implement the proposed, Congestion control-based
algorithm. It is a linear network topology with four hosts
and one switch [16] created using the Mininet virtual
platform. Table | shows the System specification for the
emulation. Open Virtual Switch (OVS) is used along with
the network switches. The L2_learning module of the POX
controller [17] is used for network emulation. Hping3 [18]
is used for packet generation, scanning, attacking, and
packet forging. The ICMP, SYN, TCP, and UDP packets
with the source IP address of multiple sources with different
rates (powers of 10) are generated. The egress port is
responsible for forwarding packets out of the switch. The
switch creates a PACKET _IN message after every packet's
arrival and is passed on to the Controller. The message
contains the MAC address and the packet's source and
destination IP addresses.

TABLE I. SYSTEM SPECIFICATION
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Parameters Values
Processor Int=l{R) Core{ TN 134010177
CPU @4GHz=
BEAM 4GE
Diskspace ITE
Operatmg system Wndows 10
Application Software Virmal Box
Mmmet version 2.2.1
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Fig. 3. Topology for Proposed algorithm 1
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The topology used consists of a POX controller, two
switches, and 20 hosts with ten hosts connected to each
switch located on either side of the Controller. A virtual
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Ethernet is created to link a switch with a host. The switches
support the OpenFlow protocol [12] for communication
within the network. Each host must be assigned a valid
private IP address. Here the IP addresses lie in the range of
10.0.0.1 to 10.0.0.20. Traffic is generated using Xterm, the
terminal emulator that provides a command-line interface
for the specified host to start a separate and external
terminal for that host. The regular and attack traffic is
generated using XTerm. POX controller detects these
packets and handles them.

The attack is generated using the Hping3 by spoofing
one of the IPs or MAC of the desired host. Once the port
number of the attacking host is found using the Layer
2_learning switches, the administrator can either block the
host or implement the queuing process in ingress and egress
ports for a specific interval of time until the packet arrival
stops. The Queuing concept is used to classify and rate
limit threat packets from regular traffic, and it settles down
the abrupt rise in the traffic to the SDN controller.

The random incoming packets are divided into two
categories and rechanneled into two queues, namely Q1 and
Q2. The regular traffic is directed to Q1, the default queue.
Moreover, the threat packets are diverted to Q2, with a
minimal buffer. The regular traffic is generated to all the
hosts within the given range. DoS attack is generated from
host 10.0.0.1 and sends them to host 10.0.0.2. The regular
and the attack traffic are generated using the following
python scripts from Xterm.

(ii) Packet Classification - A database is generated to store
the information about the received packet, such as its source
IP, destination IP and Count. The TCP packets are identified
and classified based on the status of the flags (SYN / RST /
SYN-ACK). For every incoming TCP packet, the count is
incremented for (SYN =1 or RST = 1), and the count value
is decremented for (SYN-ACK =1).

¥i
PGi) =7 2
N=y + 72+ ¥+ e + ¥n (3)

N represents the total number of occurrences in destination
IPs. The obtained probabilities are used in entropy
calculation as per equation (1).

(iii) Average entropy calculation for varying traffic - The
Average Entropy (AE) at varying traffic rates is needed to
determine the threshold value. AE is calculated by passing
5% or 10% or 15% or 20% or 25% of the total traffic
towards a selected host (Victim).

The entropy of varying traffics is calculated, and its
distribution plot is shown in Fig.4a and Fig.4b. It is realized
that around 68% of values fall with one standard deviation,
95% of the values fall with two standard deviations, and
about 99.7% fall within three standard deviations. This
concept is known as the 3-sigma rule.

pythontraffic.py -s 1 —e 20 (s-start, e-end, 20-range of

hosts)

pythonattack.py victimIP (generates many data

packets and send them to the victim host)

A Implementation of TCP SYN flooding

The implementation of TCP SYN flooding has four
phases, namely, (i) Entropy calculation, (ii) Packet
classification, (iii) Average entropy calculation for varying
sizes of traffic, and (iv) Threshold estimation.

(i) Entropy calculation - A host may connect to any other
host distributed in the whole network in regular network
communications. Each IP has the same probability of
appearing in the PACKET_IN destination IP field.
However, during a DoS attack, the SDN controller receives
many PACKET _INs, and the target host's IP appears at a
higher frequency.

The entropy is calculated per equation (1) for every
incoming packet by keeping the destination IP as a random
variable. The total number of packets sent to each IP
address is calculated, and then the probability of a packet
being sent to each destination is calculated. The obtained
probabilities are used in entropy calculation. Equation (2)
calculates the probability of occurrence P(x ;) with the

destination IP as  and its frequency as y.
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Fig. 4a. Normalized entropy

10% —e—5%

034 036 038 09 092 0.94 0.96 098 1 102 1.04

Mean

Fig. 4b. Distribution plot of Average

(iv) Threshold Estimation - Since the calculation of average
entropies is subjected to the regular distribution analysis, the
mean and standard deviation are calculated, and the normal
distribution is plotted from those values. Hence, the three-
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sigma rule is used to calculate the threshold and is guided by
equation (4).

A= p-30 4)

Since the network traffic characteristics vary with time, the
dynamic threshold calculation over a period becomes a
mandate. A list is created to store the entropy values. The
value is added to the list whenever it exceeds the threshold;
Otherwise, the counter variable is incremented.

B. Implementation of UDP flooding

UDP flooding is also implemented with the same four
phases as TCP flooding. The entropy is calculated at a
regular interval of time. Every UDP packet is checked, and
the database is updated with the packet information. The
average entropy is calculated for varying traffic rates at 5%,
10%, 15%, 20%, and 25%. The normalized entropy and the
distribution plot of average entropy for UDP packets are
given in Fig.5a and Fig.5b. The adaptive threshold is
computed using AE, mean and standard deviation. By
applying the 3 — Sigma rule, the threshold is calculated.

Fig. 5a. Normalized entropy (UDP)

0506 0338 03 032 094 0.50 038 1 102 104
Meai

Fig. 5b. Distribution plot of Average entropy (UDP)

V.RESULTS ANALYSIS
A Congestion control-based algorithm
The occurrences of an IP or MAC at the POX controller

under typical and attack scenarios are given in Table Il. The
IP / MAC occurrence is calculated for various packet types
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and is analyzed approximately for 240 seconds. The CPU
Utilization of different packet types for the existing (without
queues architecture) and proposed methods (with separate
queues) are shown in Table Ill. The proposed method
reduces the CPU load by up to 30% due to classifying threat
packets into a separate queue structure and rate-limiting
them.

In the transportation layer, packet delay plays an
important role. Table 1V and V shows the end-to-end delay
of packets for the proposed and existing methods. The delay
for different packet types in the POX controller is
compared. The packet delay with the queue implementation
and the links reveals the excess time consumption of the
proposed method due to the detection and redirection of the
traffic to the new queue. TCP packets experience a more
significant delay due to their connection-oriented nature.

TABLE II. IP/ MAC OCCURRENCES AT POX CONTROLLER

Packet | Normal Scenario | During Attack
Type (Number of (Number of
occurrences) occurrences)
TCP 2668 3,201,600
UDP 1000 2,217,600
SYN 1840 1,200,000
ICMP 256 30720

TABLE Ill. CPU UTILIZATION FOR DIFFERENT PACKET TYPES

Packet Existing Proposed
Type (%) (%)
TCP 80 48
UDP 66 49
SYN 74 43
ICMP 50 20

Table VI shows the packet loss for different packets
experienced by a genuine host (h3) during its
communication to the host (h2) under attack. The proposed
method is effective in reducing packet loss. To further
validate the packet loss experienced by h3, an MPEG file
format with a size of 12kb is transmitted through the links of
h3. A loss of 20% is estimated during the attack.

TABLE IV. PACKET DELAY WITH EXISTING AND PROPOSED METHODS

Packet TCP (ms) UDP(ms)
Rate | Existing | Proposed | Existing | Proposed
1 102.4 186.4 69.1 76.5
10 63.5 79.3 75.1 76.5
100 95.8 98.3 97 98.3

1000 10164.1 | 10703.8 9644 8567

TABLE V. PACKET DELAY WITH EXISTING AND PROPOSED METHODS

Packet ICMP (ms) SYN (ms)
Rate
Existing | Proposed | Existing | Proposed
1 92.2 93.8 475 96.2
10 13.6 14 64.9 715
100 5.6 7.8 95.2 98.3
1000 99.7 100 9054.5 15371
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TABLE VI. PACKET LOSS WITH THE EXISTING AND PROPOSED METHOD

Attacking | TCP packets froma | UDP packets from a
Packet Genuine host Genuine host
Type Existing | Proposed | Existing | Proposed
(%) (%) (%) (%)
TCP 100 20 100 10
UDP 90 10 100 0
SYN 100 0 40 10
ICMP 100 0 100 0

The data sent from host h3 goes through the default queue,
and the packets from host hl are forwarded to the rate-
limited queue.

B. Proposed Algorithm 2

In evaluating the entropy-based algorithm, the packets
are delivered at 40, 50, and 60 per second to a particular
host. The regular traffic remains at the rate of 30 packets per
second. Fig.6a and fig.6b depict the variation of packet rate
at the host during the attack and mitigation for method-1 and
method-Il. It is observed that the number of packets per
second increases exponentially during the attack and
reduces during the mitigation phase. Entropy and threshold
are plotted in fig.7a and fig.7b for method-I and method-II.
In general, the entropy is higher for normal traffic flow
because of the uniform number of SYN packets for a
destination IP. However, once SYN flooding is active
during an attack, the attack flows are found dominant,
resulting in a significant decrease in entropy. The entropy
reduction is due to the concentration of packets for a
particular destination IP (victim node) being more
significant than for the other destination IPs. Hence, the
sudden decrease in entropy causes a situation of alarm.
Initially, the entropy is found more significant than the
threshold, and later, it gradually decreases during the attack
and increases with the start of mitigation.

.o Normal After Mitigation

., Traffic

During Attack

50
40
30 —

20

Packets Per Second
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0
o 0 40 &0 B0 100 120 140 160 180
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— () s—
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Fig. 6a. Variation of packets per second during attack and mitigation
(Method-1)
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=1

B
1=

0
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Time(s)
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Fig. 6b. Variation of packets per second during attack and mitigation
(Method-11)
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Fig. 7a. Variation in entropy and threshold over a period (Method-I)

During an attack, the increase in the number of SYN
requests and further processing of the requests incur a high
load on the CPU, evident from fig.8. During the attack, the
CPU utilization is obtained at around 30-35 %, gradually
reducing with the start of mitigation. The detection and
mitigation time for a different rate of packets is given in
Table VII. The mitigation time for method Il is
comparatively lesser than the method I.
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) During Attack After Mitigation
N Traffi s | 8
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=
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=
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Fig. 7b. Variation in entropy and threshold over a period (Method-I1)
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Fig. 8. CPU Utilization during TCP attack and after mitigation

TABLE VII. DETECTION AND MITIGATION TIME

Packets Detection Mitigation Time
(per sec) time (sec)

Method-1 Method-11

(sec) (sec)

40 52 67 60

50 42 76 68

60 35 84 73
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VI. CONCLUSION AND FUTURE WORK

The vulnerability of SDN controllers to DoS attacks
saturates its control plane functions and makes it
unreachable to its network clients. Hence, two solutions are
proposed to detect low-level attacks in SDN controllers. The
first technique involves detecting DoS attacks using egress
packet rate, and it is rate-limited using queues. The outcome
of mitigation actions prevented the DoS attack and
maintained the network performance of the POX controller.
This solution is not only efficient in detection, but it also has
minimal code addition to the controller program and does
not increase CPU load in either standard or attack
conditions. The second technique proposes an entropy-based
detection and mitigation technique against low-level attacks
in SDN by calculating the entropy and further comparing it
with the threshold value, resulting in the tracking of the
attack and identification of the victim and the attacker. The
experimentation is based on assuming a single victim's
existence in the network. Hence, the model fails to detect
the presence of multiple victims, and is one of the
significant limitations. The proposed work can be extended
to detect and mitigate many UDP packets. The extension
can support the detection of multiple victims and the
detection and mitigation of other flooding attacks. Further,
the host-level attack detection can be extended and sorted at
the controller level.
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Political Analysis of Indian Election using
Machine learning & Deep Learning Techniques
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Abstract - Any country's political landscape has always been
difficult to comprehend. The complexity seems to be a result of
the huge number of parties, the strategies, and most
significantly, the diverse public opinion. Deep learning has been
used in a variety of verticals as a result of recent developments
in the discipline. Sentiment analysis of the posts can be done
using techniques like LSTM. This can be used to anticipate how
the general public feels about a political party or an individual.
Based on social media sentiment, we proposed a machine
learning model that could predict the likelihood of winning an
election. Millions of individuals use social media platforms like
Facebook and Twitter every day just to share their opinions on
a variety of topics. This has a variety of applications in research,
from social sciences to industry. Many approaches are used to
determine the outcome of an election, which is held to measure
public opinion and in which a group of people picks a candidate
by voting. To forecast the results of an election, we collect and
interpret twitter data. We evaluate the mood of the participant’s
Twitter data to interpret and estimate the election's outcome.

Keywords—ANN, Data Pre-processing, Decision Tree, Logistics
Regression Machine Learning, Political Orientation, Prediction
Analysis, Random forest, Sentiment Analysis, Support Vector
Machine

I INTRODUCTION

Election prediction is the method of predicting the
outcomes of upcoming elections using relevant data for said
election. The electoral system is a process carried out in a
nation to elect a head of government and state officials, and
election estimation is the process of predicting the results of
upcoming elections using data relevant to the said election.
To accurately predict the election outcome, numerous studies
have already been conducted by researchers. Twitter has a
significant effect on India's political landscape, as a leader's
ability to connect with people is essential for success. These
works present an analysis of elections in India of static and
real-time data. For this purpose, we have used big data and
machine learning approaches to visualize and analyze the data
of the general election [1]. In the recent general elections in
India, technology has made it easier for parties to measure the
mood of the voters so that they make their strategies
accordingly [2], [3]. Political parties use big-data analytics to
gain insights into voting preferences based on their socio-
economic status, caste, local issues, and other parameters.
Based on the voter opinion and segments, customized election
campaigns with the most important advertisements and
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videos are created and geared towards the specific target
groups [4]. In political campaigns, the identification of
genuine political preferences through social media platforms
such as Twitter is extremely helpful. By evaluating data
collected, such preferences can be tracked across various
regions, and regional political affiliations can then take
appropriate action. Predictions based on social media analysis
can produce novel outcomes that are either comparable to or
even more reliable than traditional poll results. A new method
for election prediction based on data set analysis is proposed
and implemented in this paper to determine election results
ahead of time. The forecast of elections, as well as opinions
on political events and actions, is a significant context that has
generated a lot of interest. The efficiency of a deep learning
algorithm is largely determined by the data collected in the
training phase. To get a greater level of precision on real-
world election data, a training dataset must be diverse and
contain relevant features. The very first step is to gather data
for a political assessment. This data, which includes user
opinions and mentions for a given specific political party and
candidate demonstrates that the volume of mentions of parties
reflects the distribution of votes in an election. Sets of data
containing political blogs or writings should be pre-processed
before even being fed into the machine learning model.
Cleaning, Formatting, Sampling, and Normalization all are
phases in data pre-processing, as well as Depending on the
type of data, the number of steps may vary.

In electoral campaigns, this is effective in determining
real-time political preferences using media platforms such as
Twitter. By evaluating collected data, such interests can be
followed throughout various regions, and regional political
affiliations can then take appropriate action. When tweets are
automatically extracted, cleaned, and precisely labeled in
compliance with annotation criteria, they are classified
according to eight different sentiment classifications. This
study investigates the factors that contribute to India's high
electoral volatility and demonstrates why some states are
relatively stable while others are inconsistent. The practical
goal of this project is to investigate a new way of dealing with
the uncertainty that occurs. Twitter is a social news
aggregation and discussion website with large communities
of people across different categories [5]. This work will focus
on mining/extracting data efficiently from real-time tweets
and analyzing that data to form meaningful conclusions about
the usage of the website. Datasets comprising political articles
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or texts should be pre-processed before being fed into the
machine learning model. Cleaning, Formatting, Sampling,
and Regularization are forms of data pre-processing. It should
be observed that the datasets under consideration are rather
limited when compared to the national population; therefore
our findings may not be predictive of the overall conclusion.
The Long Term Short Memory incorporates a range of
machine learning techniques such as Support Vector
Machines, Decision Trees, Logistic Regression, and Random
Forests, as well as different learning approaches and extracted
features. Aside from that, we've looked at static structured
data from electoral results to see whether we can conduct
some analysis of the results.

Il.  LITERATURE REVIEW

In the field of machine learning, election prediction is a
very prominent problem. Various approaches to solving the
problem were used in the past. Among the most prominent are
the random forest and decision tree algorithms. Traditional
approaches have limitations, and a deep learning model
would be much more successful in overcoming issues. In NLP
tasks, LSTM has been usually applied. Traditional
approaches are unyielding in this task, but LSTM has a
memory-like property that helps it to better record features.
The same argument is applied in natural language
classification, where LSTMs are widely used because an
election prediction task intuitively involves a model to
identify and weigh the features. The Twitter API and code are
open-sourced so twitter’s comments can be readily fetched.
To expand on that recent reviews have been given by using
framework tools like python, R, Twitter API, Matplotlib, and
NLP. Sentiment and data analysis has become a million-
dollar industry and it becomes necessary for political parties
to invest in it. They can able to gauge the sentiments of voters
and put their message forward accordingly in a very effective
way. Not only the sentiments of voters but also parties can set
the fielding of their candidates based on caste, religion,
culture, color, and underdog candidates. This work will help
to run the propaganda and campaign of the election with the
statistic of various state-wise general Lok Sabha election
party-wise results. That also concludes age-wise candidate
win and loss so it can help in the distribution of tickets.
Whenever a tweet contains one or more of the target
keywords, it may be considered important. Following that,
after compiling relevant tweets, multiple methodologies are
used to interpret the tweet's sentiment. Unsupervised
techniques involve lexicon, a list of 'positive’ or 'negative'
terms or simply computing the frequency of each term to
determine sentiment [6]. There are two ways to think about
political uncertainty. On the one hand, that can refer to the
change in the total vote for the party in absolute numbers over
two elections. That can be measured at the level of
individuals, groups, and major parties. At the level of
individual parties, and also the party system as a whole.
Volatility, on the other hand, can refer to specific voting
shifts, such as if a person votes for a different political party
in two subsequent elections. This was imperative to review
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the different techniques used by other researchers to predict
the forecast of the upcoming elections and data such as
economic variables, state ideology, previous election results,
and biographical information may be used to create the
advanced models.

I1. METHODOLOGY
A. Data

The data was collected from internal and public databases
of recognized Indian political parties. The raw extracted
dataset contains information on all previous terms' elections.
The answer parameter was imbalanced in the dataset, which
requires balancing wherever feasible.

1) Data Pre-processing

In comparison to certain other social networking texts,
Twitter has its own set of rules, which requires extra caution
during cleaning and pre-processing tweets.

e The following steps are included in the pre-
processing: After tokenization, non-standard lexical
tokens like hashtags, emotions, and unconventional
syntax are screened out; Duplicate copied tweets and
replies are removed to ensure the essence of each
tweet.

2) Annotation Phase

e [For annotation, three annotators were maybe
informed about electoral politics and smart enough
just to understand the words used to support or
criticize a group or a leader.

e Annotators were asked to determine the opinion or
prediction conveyed in each tweet, rather than an
absolute positive or negative sentiment.

3) Feature Extraction Phase

e The term "Frequency" refers to four distinct feature
vector types: With unigrams, bigrams, and trigrams.

e By transforming a set of processed records into
matrices, the Term Frequency - Inverse Document
Frequency (TF-IDF) can demonstrate term
frequency vs. inverse document frequency.

4) Training and Testing Phase
e Each algorithm is tested after training using the

testing set.

e The trained model predicts label application by
integrating the unlabeled test set.

e The model is tested using performance metrics by
comparing predicted labels to actual labels.
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e Hyperparameters are modified to get the best
possible results for the dataset.

B. Algorithms

ISBN:

Support Vector Machines (SVM): SVM is an
algorithm developed from statistical learning theory
and is based on the idea of structural risk
minimization. Discriminative classifiers are also
proposed it as a way of reducing test failure and
computational complexity. For binary classification,
regression, and outlier detection, the SVM is used to
identify a separating hyperplane with an optimization
issue between two classes of training data. The hyper-
plane that is farthest away from the closest training
dataset achieves the best separation; SVMs are

supervised learning algorithms that are often
implemented.
Tx® =1, yP=1, (1)
fTxH < -1, yW =y, (2)

Logistic Regression (LR): This method determines
the likelihood that a sample belongs to a specific class
by learning the set of parameters that significantly
reduces the log-likelihood over the training examples.
This method is used in various applications, including
text classification, computer vision, etc.

1
he(X) = e — (3)

Usually, the hyperparameters of the logistic
regression model are modified to achieve the best
possible outcomes in the task.

Random Forest Classifier (RFC): The random forest
classifier is composed of several tree-structured
classifiers, each of which casts one vote for the input
sequence's most popular class. The classifiers in a
random forest are h(x, k), k = 1, .. n. The Random
Forest uses the Ensemble learning technique and is
based on a bagging algorithm.

log(he{x)], y=1

Cost(hg(x).y) = ~log(1 - h(x)), y=0

(4)

A huge number of random trees are constructed from
a limited set of data, and the results of all the nodes
are then combined.

Decision Tree (DT): Supervised Machine Learning
techniques like decision trees involve continuously
segmenting the data based on a particular parameter.
Decision nodes and leaves are the two aspects that
describe trees. The choices or results are illustrated
by the leaves. The data is divided at the decision
nodes.

978-1-6654-5652-4

e-ISBN: 978-1-6654-5650-0, 978-1-6654-5651-7

Gini index = 1 — Y&, pi? ()
e  Recursive Neural Networks

Machine learning frameworks called recursive neural
networks to capture syntactic and semantic
composition. A wide variety of NLP tasks include
sentiment analysis, paraphrase detection, and parsing,
they have achieved cutting-edge performance. Since
RNN models don't depend on custom lexicons,
dictionaries, or rule sets, they mark a change from
earlier research on ideological bias identification.

Traditional Machine Learning Algorithm for Text
Sentiment Polarity Analysis

In this approach, the primary machine learning
algorithms are support vector machines (SVM), Naive
Bayes (NB), and n-gram language models. Furthermore,
it chooses a specific feature item weight calculation
method, such as Correct the frequent words feature weight
(TF-IDF), and uses the corresponding feature selection
algorithm to obtain the capabilities. The class is then
trained using machine learning [7] and developed a model
that incorporates Twitter traffic and sentiment analysis to
predict election results. These neural network models
sequentially process texts of unknown categories to
generate various output values, and the output values
ultimately identify the text classification.

A variety of complex text categorization models have
been developed, including HAN, which is based on
hierarchical attention networks, Text CNN, DCNN, and
MVCNN, which utilizes recurrent neural networks. C-
LSTM [8], RCNN [11], Network Tree-LSTM [10],
densely connected two-way LSTM model (DC-Bi-LSTM
[9]), C-LSTM [10], and RCNN [11]. As compared to
other algorithms, the densely connected two-way LSTM
DC-Bi-LSTM algorithm outperformed the others in the
tweet sentiments testing dataset with fewer classification
categories.

Long Short-Term Memory (LSTM): Recurrent neural
networks (RNNs) that are mostly composed of LSTM
units are called LSTM networks. The LSTM unit is
composed of three gates: an input gate, an output gate,
and a forget gate. The cell maintains values over some
time due to the three gates that transfer information into
and out of it.

. Performance Metrics

The model evaluation phase is crucial in determining
how effectively a model functions. Performance metrics
based on the confusion matrix are used to evaluate the
effectiveness of the selected models on the validation set.
The performance metrics of the classifier on the test set
are True Positive (TP), True Negative (TN), False Positive
(FP), and False Negative (FN) as shown in Table 1.
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TABLE I. CONFUSION MATRIX
Predicted True
(1)
Actual True (1) TP FN
Actual False (0) FP TN

Predicted False (0)

Accuracy: Among the most commonly used performance
criteria for evaluating model performance is accuracy. The
measure represents the percentage of valid classifications a
model can produce according to all test cases. A confusion
matrix generated by the model represents accuracy like this.

P TP + TN
CUraY = TP T TN + FP + FN

Q)]

Although a high accuracy model is often a good
model, accuracy alone cannot be relied upon in this study
due to the statistically skewed dataset and the need to
understand how the model identifies cases. As a result,
three measures are used, which take into account the
erroneously classified samples.

Recall :The proportion of genuine cases in the test set that
is positively classified is indicated by this metric. The recall
metric is represented mathematically as follows, confusion
matrix generated by the model.

Fid Ei—iTP
ecall = TP ¥ FN 7

Precision: In the test dataset, This statistic illustrates the
proportion of the total of instances that were classified
positively and are actual examples. Precision is represented
mathematically as follows, based on the confusion matrix a
model generates.

P LST = ™ 8
Tecision = Lo Ep @)

F1-Score: The proportion between the two metrics
mentioned above is represented by these metrics. The F1
Score is the harmonic mean of precision and recall. It is
expressed mathematically as:

FL ) Precision x Recall g
— =
score Precision + Recall )
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Error Rate: The error of the technique is a statistic that
measures the inaccuracy of predicted output values, and if
target values are categorical, the error is expressed as an
error rate.

ErrorRate=1- — TN g
rror Rate =1~ e ey (0

IV. SYSTEM ARCHITECTURE

From the dataset, features will be extracted; the model
uses the LSTM and machine learning architecture fig.1.
LSTM performs best for such a complex dataset with many
attributes. We'll go through LSTM and ANN architecture.

Classification
Models

v

Feature Machine

Extraction [~ Learning/ Deep
Learning Model

Data Pre-

Datasets .
Processing

Y
Accuracy

\

Results

Fig.1. Flow charts of Model architecture
Artificial Neural Networks (ANN)

The fundamentals of the human brain are the basis of
artificial neural networks (ANN), which are composed of
neurons that are connected by processing units. The nodes and
connections are the two fundamental structures that make up
an ANN [12, 13]. The nodes represent neurons, whereas the
links represent neural connections. Input nodes are where all
the ANN accepts the values of the inputs. The input layer
refers to this collection of nodes.



2022|International Conference on Intelligent Innovations in Engineering and Technology

ICIIET — 2022

Prediction

Tnner Layer Hidden Layer Qutput Layer

Fig.2. ANN Architecture of election dataset

These input values are then multiplied by a set of integers
contained in the connections (also known as weights). After
multiplication, these values are joined together to form inputs
for the set of nodes to the right of the input nodes from fig.2.
The hidden layer [14] is the name given to this layer of nodes.
Many ANNSs have numerous hidden layers, each of which
feeds into the next. Finally, the values from the last hidden
units are sent into an output node, where they are converted
to the prediction using a specific mapping or threshold
function from fig.3.

Model loss

14 | — Train
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12
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08 ' “
06 I‘J‘ i, af
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n 75 50 75 100 126 150 175 200
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Fig.3. Model loss graph for Train and validation data
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V. RESULTS & DISCUSSION

The classification performance of each classifier is
evaluated using performance metrics [15]. The performance
of each classifier on the election datasets is summarized in the
table.2

TABLE Il. COMPARE THE CLASSIFICATION ACCURACY SCORE ACHIEVED BY
THE CLASSIFIERS

Classifier Compare the classification accuracy score achieved by
the classifiers
Accuracy | Precision | Recall F1- Error
Score Rate
Logistics 0.9101 0.9298 0.9469 0.938 0.00089
Regression
Support 0.9236 0.959 0.887 0.922 0.00076
Vector
Machine
Decision 0.8615 0.925 0.946 0.945 0.00060
Tree
Random 0.9086 0.899 0.945 0.912 0.00078
Forest
Classifier
Artificial 09312 | e | | e |
Neural
Network

The model performs very well giving an accuracy of 90
% approximate with different machine learning and deep
learning algorithms. Data from Indian elections have been
used to train the model, which was obtained from the Election
Commission. Given the number of political parties,
demographics, constituencies, and candidate education,
following Indian politics can be challenging. The model,
however, still achieves a commendable accuracy of 90%.

Winner distribution out of 539 seats and different parties who
won the election in 2019 Lok Sabha and vote share of each
party in the Lok Sabha election.

OUT OF 539 SEATS WINNER DISTRIBUTION

VOTE SHARE OF PARTY

5%

Fig.4. Charts show winner distribution and vote sharing of political parties.
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In Fig 4, charts show the winner distribution and vote
sharing of political parties in Lok Sabha 2019 election and it
shows out of 539 seats in Lok sabha assembly total how many
seats won by the party and shows the dominated party by the
total seats won in the election and votes secured in the
elections. And different deep learning and machine learning
classifiers help to predict the assembly elections and the use
of these algorithms in both state and national elections is
extremely efficient. The algorithms for predicting upcoming
elections could be deployed in real-time as an alternative to
the electoral process. Trends in state elections by voting
boundaries in real-time, as well as national elections by
electoral districts and states, would be extremely useful and
effective.

Precision, recall, accuracy, error rate, and f-measure are the
basic key performance indicators used to monitor the
efficiency of different classifiers. The election datasets
confusion matrix is shown in Table 1. These figures will be
used to evaluate efficiency. Table 2 provides the experimental
findings for classification tasks. This experiment compares
the performance of different supervised deep learning
algorithms and the conventional machine learning
methodology on Lok Sabha election datasets. After
examining these results, we can conclude that as the size of
the dataset grows larger, the accuracy improves owing to
increased computational layers, which is one of the reasons
that’s why deep learning algorithms are used on huge
datasets. To train the model, deep learning requires numerous
hidden layers. Because this model can learn more and more,
its prediction accuracy is great. Small datasets benefit from
traditional classification models. The accuracy of these
models decreases as the bulk of the data grows. Deep learning
algorithms are more effective with larger data sets [16]. Deep
learning approaches also handle large amounts of data
superior to conventional machine learning techniques.
Compared to traditional machine learning algorithms, deep
learning-based classification of election datasets is more
accurate.

VI. CONCLUSION

This paper has illustrated a political analysis of the
Indian election of Lok Sabha analysis that is performed on
political reviews of population and voters and data was
collected from the election commission and Twitter for
analysis. The decision to use different machine learning
algorithms classifier, ANN, and LSTM were logical [17], and
it resulted in such an accurate outcome in terms of accuracy
and epochs for accurately predicting who would win or lose
elections. The disclosure of candidates' backgrounds for
elections in India provided voters with sufficient information,
which was primarily designed to allow voters to make an
informed choice. The availability of such information also
allowed the development of effective predictive models for
ISBN: 978-1-6654-5652-4
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predicting future election results. The predictive models for
the Lok Sabha Assembly elections were built using two
techniques: various machine learning classifiers and artificial
neural networks. The prediction models' total accuracy
ranged from 86 percent to 94 percent. Age, education, asset
ownership, obligations, kind of (political) party, criminal
actions, and the number of candidates in each constituency
were all key factors in forecasting election outcomes. The
predictive model's real test would be to apply this to campaign
information from the next general election and validate the
results.

The paper aims to investigate the use of a simple back
propagation neural network (ANN) [18] to associate specific
issues concerning members’ political party affiliations, such
as whether or not they would vote. To predict the voting
patterns of a larger sample of voters based on their responses
or views on issues, a support vector machine (SVM) model is
used. And other election parameters would be a potential real-
world application and use case for a multilayer perceptron.
According to our assumption, this kind of link is considered
nonlinear, and Simulations can be performed using artificial
neural network models and various machine learning
classifier models [19, 20]. Finally, we believe Models based
on neural networks are not limited in their application and that
new application categories will emerge in the future. Because
it achieved the correct prediction rate and Under similar
circumstances, the SVM model's decision time was higher
than that of the SVM Model, the ANN model, a back
propagation learning method, was chosen as the best model
for such an application.
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Abstract—Decision analysis is a systematic approach for
finding the optimal solution in uncertain situations. It is an
obliging and easier way to make the best solutions to real-world
and complex problems. Decision trees are a form of visual
representation of decision analysis problems. It is one of the
excellent tools for making the right decisions from several
choices. Many machine learning decision tree algorithms like C
4.5, Random Forest, gradient boosting decision tree,
classification and regression trees, etc., are used vividly for
problems based on classification and regression. These tools
mainly find their use in the field of business for targeting
prospective clients using demographic data, in civil planning,
engineering, and law, it is used for strategic and logistic
management. While in eCommerce sites, the recommendations
generated are based on our interests and previous purchase. In
this paper, an overview of decision analytics and decision trees
is discussed. The algorithm of the decision tree, the different
applications of decision trees, and its implementation on
different field data are also dealt with.

Keywords - Applications, Classification and regression
problems, Decision trees, Decision Analysis, Random Forest.

. INTRODUCTION

In this data-driven world, data analytics helps in
analyzing data and arriving at a decision that helps to improve
the overall course of action of an organization. Decision
analytics aims at making decisions to solve a real-world
problem. A decision is made after considering the possible
opportunities and risks associated with it. Decision analytics
helps to determine a decision that achieves the goal of solving
a problem and also helps in promoting the growth of the
organization with less risk without decreasing its value. To
develop a correct decision, ‘decision trees’ is the best possible
and easier solution. Decision trees are most importantly used
as Machine Learning algorithms for classification and
regression. The decision tree is easy to build and it generates
solutions for all possible decisions that could be made.
Similar to a tree data structure, decision trees also have roots,
internal nodes, leaf nodes, and branches. All the decision
branches generated using a decision tree are easy to interpret.
Decision trees also help to identify the uncertainties involved
and guide us when not to choose a decision. Decision trees
are built using a few intuitions that are easily understandable.
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Decision analytics is a means to choose the best solution by
formal identification, clear representation, and evaluation of
important features of a decision using various methods, tools,
and procedures. It helps in providing insights and optimal
solutions to uncertain decisions. The data analysis problems
can be visually represented by decision trees and influence
diagrams. Many decision analytics tools are either
quantitative or qualitative tools. For example, if a company
has a piece of land and has an idea of building apartments or
a shopping center, then depending on the factors like location,
infrastructure cost, demand in that zone, and competition, an
optimal decision has to be taken where decision analysis tool
helps in arriving at the required solution quickly. It is being
used in various distinct fields like business, management,
healthcare, research, environmental remediation, dispute
resolution, etc. Nowadays, there are many software packages
for decision-making.

Decision analysis is an area of study which consists
of general and fundamental questions, methods, and skillful
practices which are essential for making important decisions
in a prescribed manner. Decision analysis is often used to
analyze and evaluate the decision to make a correct choice. A
good decision has to guarantee that the decision made is made
using appropriate information to pick a good option.
Generally, decisions are taken when two or more options are
available. The confusing task is to select the best solution
from the list of possible solutions. That will result in the
progress of the organization.

Following the Introduction, this paper has Section 11
on literature survey on the decision tree approach in different
applications, while Section 111 gives the general algorithm for
decision tree. In the next subsequent sections, varied case
studies using a decision tree for a solution are discussed in
detail. Section IV contains the first case study on heart disease
prediction, Section V consists of the second case study on
loan eligibility prediction, and Section VI with the third case
study on stock price prediction. Finally, Section VII is the
conclusion which gives the overview and inference of this

paper.
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Il. LITERATURE SURVEY

Gradient Boosted Decision Trees (GBDT) is one of the
popular techniques in machine learning to solve regression
and classification domain prediction problems by optimizing
the model’s predictive value through consecutive steps in the
learning process. The learning process is improved by this
technique by simplification the objective and by reduction of
the iterations count to get to a sufficiently optimal solution.
This GBDT approach is used in analyzing the risk factors
pivotal for creating distress psychologically during COVID-
19 by collecting data from an online questionnaire [1].

The random forest algorithm and extremely
randomized tree (extra trees) classifier are machine learning
algorithms. The random forest algorithm operates by the
construction of a set of decision trees during the training time
while the extra trees work by combining the predictions from
many different decision trees. These algorithms are used in
the study to classify the breast cancer type more accurately
from the data present in the (WBCD) Wisconsin Breast
Cancer Database [2].

The fuzzy inference system and decision trees are
applied to classify the categories of tea based on quality using
visual features. Here a system of fuzzified decision trees and
computer vision is developed for classifying common Iranian
teas based on the detailed information extracted from images
of vivid tea categories [3].

The tools are developed to enable the detection of
process disruptions earlier in aluminum production using
decision trees technology. The decision tree technology
applied is random forest and gradient boosting which uses
ensembles of decision trees. The process disruptions are
forecasted based on the daily average data on process
indicators. This method also includes a mandatory stage of
pre-processing of inputs and construction of a math model
consequently [4].

The Heating, Ventilation, and Air Conditioning
systems (HVAC) are available in most buildings nowadays.
Mechanical conditions and quality of control of these systems
will affect the consumption of energy, cost of maintenance,
the comfort of people, and in case of failure leaving
undetected leads to a rise in operating cost. These failures can
be left undetected for a longer time without diagnostics.
Supervisory control and data acquisition (SCADA) is a
network to collect and store operating data and they are used
in many buildings. Using these data for analysis can help in
exploiting control and mechanical faults and detecting
unusual system performance changes. The data analyses are
studied and interpreted by different decision tree algorithms
ID3, Random Forest, C4.5, and CART (Classification and
Regression Trees) [5].
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Water-related issues are increasing and in particular,
the groundwater resources are facing great pressure due to
over-exploitation and drought. Thus, a model is devised for
improving groundwater potential. The decision tree is used as
a base classifier and different tree-based algorithms like
Classification and Regression Trees (CART), Random Forest
(RF), and Boosted Regression Tree (BRT) are applied by
implementing it on the training dataset and input variables.
The result obtained is the groundwater potential values,
which are further classified and used as input for constructing
a new model [6].

Discrete event simulation (DES), is a method to
design real-world systems that can be broken down into a set
of discrete logically separate processes that progress
autonomously through time. It is widely used by
manufacturing industries in recent years. The DES simulation
models can be optimized by using regression trees and
random forests for assisting and improving prediction
accuracy [7].

The Gradient Decision Boosting Tree (GDBT) which
connects decision trees sequentially to procure a strong
learner is applied to predict the rate of blood pressure by
collecting human psychological data. This GDBT algorithm
is used for providing analysis and modeling the data along
with predicting the blood pressure rates [8].

The Decision tree algorithm for classification can be
implemented in creating personalized job circular
notifications for different job applicants based on their field
of interest, experience, salary, profile relevance to the job,
and similar other factors. From the job portals, the decision
of which job notification is to be sent to which applicant’s
email is made using the greedy modal decision tree [9].

The C4.5 algorithm can be applied to construct
decision trees with continuous variables. Thus, this algorithm
is used to construct decision trees to determine the operating
guidelines for assessing online voltage stability where the
voltage amplitude is a continuous variable and this algorithm
solves the issues of overfitting. Once the operating guidelines
are determined from existing records, then using the attributes
of the decision tree, the system operators can compute the
status of the system voltage stability[10].

Data mining is the process of collecting, processing,
analyzing data, and predicting outcomes. Decision trees have
their application in computing the accuracy of biomedical
data which is done by using different data visualization, data
mining, and machine learning tools like Orange, R, Knime,
Rapid Miner, and Weka. The decision tree algorithms 1D3
and C4.5 are used in these tools [11].

The decision tree induction algorithm uses a top-
down approach in a recursive divide and conquers manner
instead of back-tracking. This algorithm is used in the
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monitoring of Lupus disease, a heterogenous disease
predominantly affecting women and has no specific
diagnostic test. Using this algorithm, this Lupus disease can
be predicted earlier and preventive measures can be taken
[12].

Doubly-fed induction generator’s voltage sag
recovery capacity is increased by developing a preventive
control methodology that is based on the decision tree
technique. Its rules take the necessary preventive control
actions for avoiding dynamic security issues in the operation
of the power system [13].

WT model is a weighted calculating algorithms set
[14]. Early warning WT model in loan platform operation
uses different decision tree algorithms such as CART
decision tree, C 5.0, and CHAID decision trees. This pre-
warning model is for predicting the loan customer type
identification as well as for predicting loan default to avoid
huge losses caused by bad credit customers.

In the mining sector, the rock sonic data is used to
design the drilling, rock fracturing as well as developing
operational programs, etc. by providing significant rock
properties. The conventional method is time-consuming and
costly. Thus, a sonic prediction model is developed that uses
real-time sonic logs from drilling data as input and applies
random forest, and decision tree algorithms for prediction
[15].

In health care applications, the clinical decision
support system includes the association of medical conditions
with symptoms, interpretation of test results, etc. This system
can be designed with fuzzy sets. The rules for classification
in fuzzy sets are generated through the decision tree
mechanism of learning and the decision tree algorithms have
the potential to capture simple rule structures [16].

Sick building syndrome is a state in which people in a
building which can be residential or office suffer from illness
symptoms or get affected with chronic diseases. Decision tree
models are applied to study the causes of this syndrome and
other factors related to it [17].

I1l. ALGORITHM
Pre-requisites: Decision tree, Decision tree -classifier,
sklearn, numpy, pandas

Input: A valid dataset.

Output: A tree-structured classified dataset.

Algorithm:

Step 1: Split it into two categories, one for training and
another for testing using the sklearn module
train_test_split.

Step 2: Select the root node using the entropy or Gini-index
technique.

Step 3: Train the classifier using the input dataset.

Step 4: In the operational phase, make predictions for each
data.

Step 5: Calculate the accuracy of the prediction made.
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TABLE I. DATASET DESCRIPTION OF HEART DISEASE
PREDICTION DATASET

Attribute Description

Age Patient age in years

Sex Patient gender

chest pain Type of chest pain

RestingBP Blood pressure in Hg
Cholesterol Serum cholesterol level in blood
FastingBS Fasting Blood Sugar
RestingECG Resting electrocardiogram results

MaxHR Maximum heart rate of patient

ExerciseAngina Angina induced by Exercise
Oldpeak Oldpeak - ST

ST_Slope The slope of the peak exercise ST segment

heart disease

Target class

IV. CASE STUDY 1: HEART DISEASE PREDICTION

A. Problem Description

The purpose of heart disease prediction is to predict
the heart disease possibility using the clinical data of heart
problem-related patients. The dataset consists of 11
independent attributes and a dependent target variable (heart
disease). The target class consists of 0’s and 1’s where ‘0’
represents the patients without heart disease and ‘1’
represents the patients with heart disease. The Random Forest
Classifier is used for the prediction of heart disease.

B. Dataset Description

The total number of entries is 918, in this 75% of
data is used for training the Random Forest Classifier. 25% is
used for testing the model. The table I displays the overview
of the dataset. The analysis of gender-wise impact on heart
disease is presented in Fig. 2.

C. Import Dataset
Import the dataset using pandas read file functions.

d1= pd.read_csv('heart.csv')

D. Data Preprocessing
One Hot Encoding

In machine learning, the model does not work on
categorical data, hence we use the One Hot Encoding method
to convert categorical values into numerical values. Sex,
chest pain, ExerciseAngina, Oldpeak, and ST_Slope columns
are converted into numerical columns.

ICIIET — 2022



2022|International Conference on Intelligent Innovations in Engineering and Technology

E. Imputation

Imputation is a method used for filling the NA
values. NA values can be filled using any one of the following
methods: Average, Mean, Median, and imputation functions.
In the given dataset cholesterol value measured is zero for
some patients but in reality, everyone has some cholesterol
content in their body. Hence to fill zero values in cholesterol
KNN imputer is used.

F. Feature Selection

In feature selection assigning the feature and target
values to the model Training and Testing. For the heart
disease dataset, the target column is ‘heart disease’ and the
remaining all are the features of the model.

G. Parameter Selection for RF Classifier

Parameter selection is used for tuning the model to
improve its performance and accuracy. The Fig. 1 displays
the best parameters obtained from Random Forest
Classification.

rf = RandomForestClassifier()

forest=RandomizedSearchCV (estimator=rf,
param_distributions = random_grid, n_iter = 100, cv = 3,
verbose=2, random_state=42, n_jobs = -1)

forest.fit(X1_train,y1_train)

print(forest.best_params_)

{'n_estimators': 190,
'min_samples_split': 2,
'min_samples_leaf': 1,
'max_features': 'sgrt’,
'max_depth': 2@,
'bootstrap': True}

Fig. 1. Displaying the best parameters obtained from Random Forest
Classification

H. Random Forest Classifier

X1 train, X1_test, y1 train, yl test=train_test split(X1, y1,
test_size=0.25, random_state=0)

clf=RandomForestClassifier(n_estimators=190,min_sample
s_split=2,min_samples_leaf=1,max_features='sqrt',mx_dept
h=20, bootstrap=True) clf.fit(X1_train,yl_train)

y1 pred=clf.predict(X1_test)
print(classification_report(yl_test, y1 pred))
print(confusion_matrix(y1_test, y1 pred))
plot_confusion_matrix(clf, X1_test, y1_test,cmap="binary")
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Gender wise Analyzing

F M
Sex

Fig. 2. Analysis of gender-wise impact on heart disease

l. Result

The accuracy obtained using a random forest model
after selecting the best parameters is 90%. The analysis of
obtained confusion matrix of the Random Forest Classifier
for the heart disease prediction model is shown in Fig. 3.

- 100

0 10
- 80
- 60
1 13 -4
- 20

0 1

Predicted label

True label

Fig. 3. Analysis of obtained confusion matrix of Random Forest Classifier
for heart disease prediction model.

V. CASE STUDY 2: LOAN ELIGIBILITY PREDICTION

A. Problem Description

The loan eligibility prediction dataset consists of
unique records with different attributes which are used for
predicting the eligibility of giving the loan to applicants based
on some constraints. It consists of 12 independent variables
of various datatypes like gender, married, dependents, etc.,
and the target-dependent variable loan status of binary yes or
no format. The machine learning techniques Decision tree
and random forests are used to classify the loan eligibility of
the applicants.
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B. Dataset Description

The dataset consists of 614 instances in the training
dataset and 367 instances in the testing dataset. Table 11 given
below lists the attributes and its description and the type of

values used.
TABLE Il. DATASET DESCRIPTION OF LOAN PREDICTION
DATASET
Attributes Description
Loan_ID Distinct Identity number for identifying loan
Gender Gender of the applier
Married Marital status of the applier
Dependents Number of dependents
Education Education qualification of the applier
SelfEmployed Doing independent job or business

Applierlncome

Annual Income of the applier (in thousands)

Coapplierlncome Annual Income of the Co-applier (in
thousands)

LoanAmount Amount of loan represented in thousands

LoanAmountTerm Duration of loan represented in months

Credit_History

Credit history meets formulated norms or not
[1.0/0.0]

Property_Area

Area of property [Urban /Rural / Semi Urban]

Loan_Status

Approval of loan [Yes / No] (Target variable)

C. Data Overview

The dataset consists of 614 tuples and 12 attributes.
Fig. 4 shows the visualization of attributes of the dataset.
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D. Label Encoding

The data in the dataset are applied with label
encoding. The label encoding method is used for converting
the columns with categorical type to a numerical type that is
if we have values like yes or no then it is changed to Os or 1s.
This is done because the model does not work on categorical
values. The target variable ‘Loan_Status’ and the other
attributes  such as  Gender, Married, Education,
SelfEmployed, and Property Area are converted from
categorical values to numerical values.

E. Data Cleaning/Missing Data

Data cleaning refers to removing duplicates, finding
missing data and filling the data using some methods,
removing irrelevant data, etc. Cleaning of data is necessary to
get accurate results and is one of the important and tedious
parts to be completed. Using Python’s Pandas library, the
removal of duplicates and irrelevant data is carried out. Then
the Imputation method using Simple Imputer from sklearn
library is used for filling out the missing data. This imputation
method is concerned with single attributes and the values
obtained from any one of the simple statistical operations like
mean mode, and the median is used to fill those missing
values. In this model, median imputer is used for attributes
Loan_Amount and Loan_Amount_Term while the
most_frequent (mode) strategy is used for attributes Gender,
Married and Dependants.

F. Decision Tree and Random Forest Classification
The scikit-learn is a package library used in python

especially for classification, regression kind of problems.
Using this library, the Random Forest classifier, the decision
tree classifier and other related parameters like accuracy
score, splitting training and testing data are available. The
number of data chosen for training the model is 460 and the
number of data used for validating the model is 154.
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Decision Tree

DecTr = DecisionTreeClassifier(random_state=1)
DecTr.fit(xTrainl, yTrainl)

yPredl =DecTr.predict(xTest1)

acc_DecTr = round(accuracy_score(yTest1,yPred1)*100,2)

The accuracy obtained from the decision tree classifier for
predicting the eligibility of a loan is 71.43%

Random Forest

RanFr=RandomForestClassifier(n_estimators=100,random_
state = 1)

RanFr fit(xTrainl, yTrainl)

yPredl = RanFr.predict (xTest1)

acc_RanFr = round(accuracy_score (yTestl,yPred1)*100,2)

The accuracy obtained from the random forest classifier for
predicting the eligibility of a loan is 77.92%

G. Result

The accuracy obtained for prediction of loan
eligibility by classification approach with decision tree and
the random forest is 77.92% and 71.43% respectively.

V1. CASE STUDY 3: STOCK PRICE PREDICTION
A. Problem Description

The purpose of stock price prediction helps the stock
market investor when to buy and sell the stock to gain more
income. The dataset consists of the unique values of stock
prices which are recorded on different dates. Each record
consists of the date, the stock price at the time of the opening
market, the Highest stock price, the lowest stock price, the
stock price during the closing of the market, and the adjusted
close price quoted by the data providers. The target variable
is ‘Close’ and the datatype of this variable is float. The
machine learning models linear regression, decision tree, and
KNN are used for predicting the stock price and the results
are compared.

B. Dataset Description

The dataset contains 755 instances out of which 604
instances accounting for 80% of the dataset are considered for
training and the remaining 20% of the dataset i.e., 151
instances are used for testing.
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TABLE Ill. DATASET DESCRIPTION OF STOCK PRICE
PREDICTION DATASET

Attribute Description

Date Date of the stored stock price

Open The opening price of the market i.e., the First trade of the
day executed.

High It denotes the highest stock price recorded on a particular
day.

Low It denotes the ending stock price value in the economy on

a particular day.

Close It represents the stock price on a particular day.

Adj Close Adjusted close price — It is the quotation price by the data
provider

Volume The total number of stocks bought or sold in a day.

C. Loading Dataset
Table I11 displays the overview of the dataset
chosen for training.

D. Features and Labels

The data cleaning method is carried out to remove
duplicate data. Then the missing data is filled in using
Imputation methods. The features and the target values are
assigned for training and testing data. The training data
consists of 3132 instances and testing data consists of 783
instances. The features date, volume, difference in high and
low, and the difference in close and open are used to find the
target value ‘Close’. The visualization of stock prices
predicted for different dates by linear regression, KNN, and
Decision tree models are shown in Fig. 5.
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Fig. 5. Visualization of stock prices predicted for different dates by linear
regression, KNN, and Decision tree models.

E. Decision Tree

DecTr = DecisionTreeRegressor( max_depth=5)
DecTr.fit(XTrainl, YTrainl)

time_DecTr = enddt-startdt

print(‘Training Time :- {}'.format(time_DecTr),"\n")
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print('Accuracy:-{}".format(DecTr.score(XTest1,
YTest1)),"\n")

The accuracy obtained for the stock prediction
model using a decision tree is 98%. KNN is also used for
stock prediction with several k nearest neighbor parameters
set to 13. The accuracy obtained using the KNN algorithm is
73% for the stock prediction model. While using linear
regression, 97% accuracy is obtained.

F. Result

In training, the different supervised machine
learning model Decision Tree Classifier gives more accuracy
than KNN and Linear Regression classifiers.

VIIl. CONCLUSION

The decision tree is one of the ways for making
decision analysis easier. The decision tree algorithm is used
for classification and regression. In this paper, the accuracy
of decision trees in various applications belonging to various
fields like the prediction of heart disease, loan eligibility, and
the stock price has been shown. These decision tree models
help in finding solutions and predicting the outcome of simple
to complex decision-making problems. Our further works
will be on comparing the accuracies of decision trees on many
more applications. We will also be trying to finetune the
decision tree algorithm for still better results.
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Abstract—Now a day the use of a Wireless Smart Battery
Management system (WSBMS) using 10T is very important and
it supports wireless communication and loT Protocols. In this
paper, the sensor parameters are used to know the present value
of State of Charge (SOC), Voltage, Current, and temperature.
This system will balance the four battery cells with the same SOC,
different SOC, different aging states, two cells with 1Ah, and
another two cells with 2AH in different combinations like series,
parallel, and series-parallel combinations. The proposed model is
verified by using MATLAB simulation /GUI toolbox.

Keywords— Electric Vehicles, parallel combination, series
combination, wireless Smart Battery Management System

l. INTRODUCTION

These days’ environmental conditions are showing an
impact on human health due to the vehicles that run on petrol
or diesel. To reduce human health hazards electric vehicles are
one of the best ways. In [1] the battery management system
plays a main important role in vehicles and it provides
excellent fault tolerance and suitable scalability. The usage of
renewable resources even helps the future generation of people
to utilize them. The BMS must be carefully maintained in
terms of battery reliability and safety [2]. The battery
management system has an important role in discharging and
charging the batteries which work more effectively [3] & [4].
There are various batteries like lithium-ion batteries hybrid
nickel-metal batteries and lead acid batteries that are well
explained [5]. There are many advantages of lithium-ion
batteries in terms of safety, and performance, and also to
implement robust fault diagnosis is well explained [6].

The comparison of lithium-ion batteries concerning
lead acid, which tells that the constant power,6 to
10 times larger than lifecycle and also smaller in size [7]. There
are many balancing methods for balancing energy dissipation
such as cell to cell, cell to pack and pack to pack. The cell
balancing in the pack is very important so that the cell-pack is
efficient. In batteries, SOC plays a major role so
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monitoring of SOC, voltage, and current for boosting battery
efficiency [8]. By reducing over-discharge and overcharging,
battery performance estimate methods will extend the life of
the battery [9]. The internet of things IOT can be equipped with
this electric battery vehicle for easily monitoring the defaults
and correcting the fault [10]. In [11] to improve the efficiency
of the wireless communication network without any faults.
The WBMS balancing of different SOC capacities and
analyzing the voltage and current for series, parallel, and
series-parallel combinations are studied [12].

The cell balancing is analyzed with four cells and also this
balancing can be used for more battery cells for analyzing
the parameters [13]. There are various types of management
like voltage battery management systems, current
management systems, and capacity management. Voltage
battery management by series connection is analyzed. For
the parallel connection, the current battery management is
analyzed [14] & [15]. This paper [16] mainly deals with the
applications of battery systems in the marine and offshore
industry to estimate energy consumption and SOC in detail.
In [17] it shows a thermal model to estimate the SOC and
temperature of the LiFePO4 in the working environment.

In this proposed system monitoring the cells
discharging in unbalanced mode and balanced mode through
balancing SOC for the wireless electric vehicle battery
management system is analyzed. The analysis is done for the
four different cases. Casel is analyzed for the same
SOC.Case? is analyzed for a 10% difference in SOC.Case3
is analyzed for different SOC. Case4 is analyzed for the
same SOC but two 1Ah cells and 2.2Ah cells. All four cases
monitored the results of voltage, current, and SOC in
unbalanced mode as well as balanced mode. These four
cases have been validated through the MATLAB/Simulink
tool.

Section Il introduces the wireless battery
management system. In Section I11 the control methodology
is detailed. Section 1V shows the Simulink model and its
results followed by the conclusion.
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Il. WIRELESS BATTERY MANAGEMENT SYSTEM

The BMS is used in electric vehicles for maintaining
battery cell parameters. The battery management system
based on wireless has merits like less weight and being small
in size. The system model consists of a battery cell, a
MOSFET device, a resistor, and a rate limiter. The resistor is
used for discharging the battery, and MOSFET is used as a
switch and GUI tool for Wireless communication, to estimate
the voltage, current, and SOC wvalues. Wireless
communication is applied to boost the expandability of the
system.

I1l.  CONTROL METHODOLOGY

There are many algorithms for balancing a cell such as
cell to cell, pack to cell, and cell pack. But the proposed system
is used with a balancing algorithm that includes two
steps(i)four battery cells in electric vehicles and (ii)Reused
battery packs with a wide range of capacity inconsistencies,
such as those with varying aging states. The four battery cells
are with different SOC. The battery cells are in unbalancing
mode to make them balance mode the energy is dissipated in
the resistor to bring four cells to the same SOC. Lithium lon
Battery through the sensor parameters SOC (State of Charge)
is used to read the present charge status of the battery, SOH
(State of Health) sensor is used to read battery health, voltage
sensor reads voltage rating, current sensor read the battery
current rating and temperature sensor is used to reads the
temperature rating of the battery. All sensor parameters are
given to an embedded system unit where parameter
information can be transferred to a wireless remote monitoring
unit through the 10T (Internet of Things).
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Figl. shows the proposed algorithm, the program
starts with reading information of SOH cells k= 1,2,3,4
battery cells. The capacity of four battery cells is calculated
and arranged in descending order. If the current is zero then
check for the condition if the sum is greater than capacity
deviation it will measure the voltage, current, and SOC. The
measured SOC is sorted in ascending order if SOC deviation
is greater than SOC deviation tolerance then operation mode
selection is done. If yes, it is discharging mode or else
charging mode.

IV. SIMULATION ANALYSIS

In the following section, four different cases are taken
into consideration for verifying the proposed system. In all
the cases, the balancing of the battery cells with the same
capacity and different capacities is analyzed.

A. SIMULINK MODEL

The Simulink  model  consists  of  lithium-
ion batteries, MOSFET based embedded control system.
Four batteries are connected in series and each battery has
an individual al embedded control system for balancing the
battery at charging and discharging mode. Embedded
control system is designed using MOSFET driver, it has

voltage sensor, current sensor, state of charge
sensor(SOC), ambient temperature and cell temperature
for each battery  module.

A wired loT battery parameter monitoring system has

been designed for portable monitoring applications. The
system in the Simulink platform is shown in Fig.2.
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Fig.2. Wireless battery management system using Simulink platform.
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based on each battery of SOC condition and code is

generated with necessary conditions. SOC of each module

is read by sensors and sensor output is given to an embedded E

auto system where each SOC level is read and based on the £

SOC level it produces a PWM signal to control the £

MOSFETs gate efficiently. g
>

B. VALIDATED SIMULATION RESULTS

An embedded control system has been designed in Fig.3. Voltage - Cell 1) Voltage - Cell 2
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mode as well as balanced mode. In balanced mode, the
results are shown without any distortions.

CASE 1: Four lithium-ion battery cells with the same
capacities and SOC of 80% are used in the casel. This
model is connected in series and tested the process for
unbalancing mode and balancing mode for voltage and
current results. Fig.4(a). Hllustrates voltage in four battery
cells in unbalanced mode.Fig.4(b). Illustrates voltage in .
balanced mode.
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CASE 2: Four lithium-ion battery cells with a 10%
difference in capacities, SOC, and the model are connected
in series in case2 and tested the process for unbalanced mode
and balanced mode for voltage and current results.

CASE 3: Four lithium-ion battery cells with the
difference in capacities and SOC in case3.The model is
connected in series and tested the process for unbalanced
mode and balanced mode for voltage and current results

Fig.5(a). and Fig.5(b). shows the SOC in cell 1 is 80%,
cell 2 is 70%, cell 3 is 70%, and cell4 is 60%. Due to the
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. . » Fig. 6(b). The voltage of four cells in balanced condition for case 3
Fig.5(b). The voltage of four cells in balanced condition for case 2
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Volt m o Volt Cell 2 Fig.7(a). illustrates voltage in all four battery cells in
Onage 260adg oftage - Le ] unbalanced mode. Fig.7(b) illustrates voltage in balanced
o . i mode.
il i
g4l L TABLE I. PARAMETER VALUES OF VOLTAGE, CURRENT, AND SOC IN
T \"\..\_‘ bz b UNBALANCED CONDITION
i k. | 4 ‘~. i S
% ~ [ [ g' \ | CASES BATTERY VOLTAGE soc CURRENT
318 % Z 34/ \'-. | CELL v) (%) »)
> | \ | 2 N Celll 4 80-0 3
1! . 31—
i K T 1 (1 i} L i} il b (i 1] Cell2 4 80-0 3
lima{secands) limeisaconds) CASEL Coll3 . 800 3
% Voltage - Cell 3 ” Voltage -« Cell 4) e \ o 5
8.l . Eu- Celll 4232 80-0 3
'E P 5 "H\_
Bl e Y glh . . Cell2 4.194 70-0 3
Q ", "
5 c { ﬂ "\'\-\.\_‘
g4 | B 4 | CASE2 Cell3 4.194 70-0 3
- > \
3 14 Cell4 4.156 60-0 3
0 0 WH D 20 R - S R '
me{seconds) imefecons) Cell1 45575 80 0.04
Fig. 7(a). The voltage of four cells in unbalanced condition for case 4
Cell2 4.484 58 0.04
Voltage - Cell 1) Voltage - Cell 2) CASE3 Cell3 4514 65 0.04
i T -
g, N X, ™ . Cell4 4534 70 0.04
5 -
§: §: . Cell1 4137 80-0 4.158
| -
9" g ' Cell2 4.128 80-0 4.138
L . o 0 i
lime{seconds) time{seconds)
Voltage - Cell 3) Voltage - Cell 4) Cell4 4.083 80-0 4063
S — | — .
= B
5 2 |
5 5 . .
g 8 . Table I and Table Il is analyzed that in case 1, case 2,
q g case 3 there is no difference in current because of series
g I :3_1 combination whereas in case 4 there is a variation in cell 1,
g - , cell 2 analyzed to cell 3, cell 4 due to the combination of
0 W0 00 10 30 0 M0 M 0 300 series and paralt:e:. Aftgr re?jch_lng Solc to 220% dthe prjr)cess
limelseconds) tmaiseconds) terminates in a balanced mode in casel case2 and case4.

Fig. 7(b). The voltage of four cells in balanced condition for case 4

Fig.6(a). and Fig.6(b). SOC in cell 1 is 80%, cell 2 is 58%,
cell 3 is 65%, cell 4 is 70%. Due to the series combination,
there is no change in current, only voltage change is observed.
In this case, all the cells get balanced after that process starts.

CASE 4: Four lithium-ion battery cells with the same
capacities and SOC but two 1Ah cells and 2.2Ah cells are
associated in series and parallel connection in case4.Tested
the process for unbalanced mode and balanced mode for
voltage and current results.
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ZC. Gao, CS. Chin*, JHK. Chiew, JB. Jia, CZ. Zhang. Design and
Implementation of Smart Lithium-ion Battery System with Real-time
Fault Diagnosis Capability for Electric Vehicles. Energies, 10(10), 1503,

TABLE Il. PARAMETER VALUES OF VOLTAGE, CURRENT, AND SOC IN (6]
BALANCED CONDITION

BATTER | VOLTAG CURREN Sept 2017.
CASES Y CELL EE (V) SOC (%) TT(A) [71 Shan_m_ugr]asundaram, R.,and S. R Mohanajan. "I\_/Iodel t_Jas_ed fgult
classification method for electric vehicle pertained lithium-ion
Celll 4.15 80-20 3 batteries using multilayer perceptron.” In 2020 International
Conference on h Emerging in Information Technology and
Cell2 4.15 80-20 8 Engineering (ic-ETITE), pp. 1-5. IEEE, 2020.
CASE1 Cell 15 80 - 20 3 [8] Jyothi, P., P. Saketh, Ch Vignesh, and V. S. Kirthika Devi.
€ ) B "Renewable energy powered DC charging system for electric
vehicle." In Journal of Physics: Conference Series, vol. 1706, no. 1,p.
Cell4 4.15 80-20 3 012085. IOP Publishing, 2020.
celll 413 80— 20 3 [9] Thiruvonasundari, D. and Deepa, K., 2020. Electric vehicle battery
€ ) B modelling methods based on state of charge—review. Journal of green
3 engineering, 10(1), pp.24-61.
CASE? Cell2 413 70-20 [10] Duraisamy, Thiruvonasundari, and Deepa Kaliyaperumal. "Machine
cell 413 70-20 3 Learning-Based Optimal Cell Balancing Mechanism for Electric
€ ) B Vehicle Battery Management System." IEEE Access 9 (2021):
3 132846-132861.
Cell4 413 60-20 [11] Jyothi, P., K. Sudarsana Reddy, and V. S. Kirthika Devi. "Analysis of
0.045 Wireless Power Transfer Technique for Electric Vehicle." In 2021
Celll 4.08 80-79.2 2nd International Conference on Smart  Electronics and
0.045 Communication (ICOSEC), pp. 696-701. IEEE, 2021.
Cell2 4575 58-51.2 [12] Prajwal, K. S., PalankiAmitasree, Guntha Raghu Vamshi, and V. S.
CASES3 0.045 Kirthika Devi. "Wireless Communication Network-Based Smart Grid
Cell3 4.484 65-64.2 System." In Pervasive Computing and Social Networking, pp. 673-
0.045 694. Springer, Singapore, 2022.
Cell4 4513 70-69.2
¢ [13] Sebastian, Praveen Kallukalam, and K. Deepa. "Internet of Things
_ 4.134 based Smart Energy Meter with Fault Detection Feature and Theft
Celll 4.234 80-20 h A )
Detection." In 2022 International Conference on Electronics and
Cell2 4.296 8020 4.116 Renewable Systems (ICEARS), pp. 494-500. IEEE, 2022.
CASE4 [14] S.Nakano,Y.Goto,K.Yokosawa,K.Tsukada,"HydrogenGasDetection
Cell3 4.236 80-20 2.031 SystemPrototypewithWirelessSensorNetworks",DigestTech.Papersl|
EEE Sensors2005,pp.159-162,0ctober31-November3,2005.
2.015 . . .
Cell4 4.236 80-20 [15] V. K, R. K. Nema and A. Ojha, "Various Types of Wireless Battery
Management System in Ev," 2020 IEEE International Students'
Conference on Electrical ,Electronics and Computer Science
V. CONCLUSION (SCEE_CS), 2920, pp._ 1-5, doi: 10.1109/SCEECS48394.2020.115.
. . . [16] CS. Chin,J. Jia,J. Chiew, WD. Toh, ZC. Gao, CZ. Zhang, J. McCann.
In this paper, a smart electric vehicle’s battery System Design of Underwater Battery Power System for Marine and
management system has been designed and validated - ggsg‘”e 'gzus(t:’g’_’ 30‘3\’/‘3' 3{/'5”9;93’.5‘?”99' 2167:4_'74(:’ Ja“cz_m?-
. : : . Gao, CS. Chin*, . Woo, J. Jia. Integrated Equivalent Circuit
succes§fully using MA_‘TLAB/SImUImk and GUI toolbox. and Thermal Model for Simulation of Temperature- Dependent
Data is exchanged with the GUI platform so that the LiFePO4 Battery in Actual Embedded Application, Energies, Special
unbalanced system is balanced very well with all the battery Issue on Control of Energy Storage, 10(1), 85-85, Jan 2017

cells. From the simulation analysis by comparing all four
cases, cased shows better results and is very efficient. This
paper can be developed further using IOTA to improve the
efficiency of the battery and to overcome the demerits of this
paper. This can be used in various innovative applications.
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Abstract—The filters are typically adapted in multi-
standard concerning finite impulse response filters in wireless
networks. One of the most essential qualities of FIR filters is
their ability to reconfigure. This study proposes two
reconfigurable FIR filter topologies, Programmable Shift
Method (PSM) and Constant Shift Method (CSM). The
number of adders or subtractors in the coefficient multiplier
employed, will determine the complexity of the linear phase
FIR filters. The Common subexpression elimination (CSE)
method decreases the number of adders in multipliers,
enabling new filters that may be modified flexibly and more
effectively. An advanced Greedy Common Subexpression
method model working on Canonic Signed Digit (CSD)
coefficient multiplier encoding is presented for developing less
convoluted higher-order FIR filters. Filter topologies alleviate
power-enhancing area and speed, as demonstrated by design
examples.

Keywords— Common  Subexpression Elimination, Compact
size filters, Finite Impulse response filter, Power reduction,
Speed booster

l. INTRODUCTION

High throughput and low latency VLSI- Digital Signal
Processing (DSP) gadgets are required for substantial
improvements in mobile and communication applications.
FIR filtering is a significant process in DSP among others.
Due to its linear phase and absolute stability, the FIR filter
is extensively applied in mobile communications for a
multitude of activities including channelization, channel
equalization, shaping pulses, and paired filtering. Mobile
systems should have digital filters which are of higher order
so that the system consumes less power and work at a faster
pace. To consume less power and perform faster, the digital
filters exercised in mobile systems have to be of higher
order and implemented. Software Defined Radio (SDR) has
subsequently emerged as an attractive concept. The
Software Defined Radio (SDR) converts analog signals in
transceivers to digital signals, providing greater agility
through redesign or reprogramming. On a unique hardware
platform, multi-standard wireless communications through
multiple air interfaces will be supported [1]. Low power
consumption
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and great speed are required in SDR receivers. Channelizers
that run at a greater sampling rate, are the most
computationally expensive block of an SDR receiver [2]. A
channel filter extracts several narrowband from an input
signal while using a wideband of FIR filter banks.
Polyphase filter structure decimates so that only low sample
rates are required for channel filtering. The polyphase filter
structure minimizes the operational speed of the channel
filter [3]. A wireless communication receiver's goal is to
attain low-area and low-power applications through the use
of an FIR channel filter.

High-speed, low-power, and programmable FIR filters
are required by Channelizer. Even when fully customized
integrated circuits are used, a significant number of
multiplications affect the challenge of building FIR filters,
boosting area, and power [4]. By replacing multiplications
with addition, subtraction, and shifting operations, the
multiplications are minimized. The main source of
complexity in FIR filters is the amount of ADD/SUB
utilized towards developing the coefficient multipliers. For
reducing the amount of ADD/SUB in separate coefficient
multipliers, the coefficient can be written by popular
subexpression elimination approaches on Canonical
Signed Digit (CSD) representation. The CSE technique
finds many repetitions of similar bit patterns in the co-
efficient to reduce excessive multiplications. The FIR
filter’s  reconfigurability is determined by the
Reconfigurable  Multiplier  Block  (ReMB). The
Reconfigurable Multiplier Block produces all co-efficient
outputs, and the mux selects the required coefficient based
on input. This mux was utilized for eliminating
redundancies that are present in the design of the multiplier
block [5]. Reconfigurable filters are used in wireless
communication applications to achieve the standard for
adjoining channel attenuation. Two designs that integrate
reconfigurability and minimal complexity are employed in
this study. The architectures used here include the
Programmable Shift Method (PSM) and Constant Shift
Method (CSM). Multiple Constant Multiplications (MCM)
is the multiplication of a single input signal (variable) by
different constants or co-efficient [6]. The proposed CSE
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technique is used to optimize the MCM for removing
redundancy and reducing complexity. The following is a
breakdown of the paper's structure. In part Il, the literature
survey is mentioned. In section Ill, the CSE approach is
discussed. In  Section IV, the greedy common
subexpression removal approach is detailed. The
postulated FIR filter architecture is introduced in Section
V. The results and analysis of the design are presented in
Section VI. The conclusion is found in Section VII.

I1. LITERATURE SURVEY

The reduction in the size of the multiplier block design
aiming at creating filters that consume less power and area,
most importantly with the fast response is a challenge
perpetually existing. A graphical algorithm was developed
which eliminated 2-bit subexpressions[7]. Similarly, the
frequently occurring 2-bit subexpressions were removed and
also provided a solution for latch improvement[8].
Eventually identifying correct patterns for the elimination
and optimization of common subexpressions was
developed[9]. A comparison between Horizontal Common
subexpression elimination[HCSE] and Vertical Common
subexpression elimination[VCSE], their structure variation
employing a different number of adders was developed[10].
Then Binary Common subexpression was developed
representing filter coefficients in a binary format leading to
reduced adders[11].

11 COMMON SUBEXPRESSION ELIMINATION

The reduction of the number of adders used in CSD-
based CSE techniques which are employed to develop
effective higher-order FIR filters can be done by a CSE
algorithm using the binary encoding of co-efficient utilized.
When the coefficient of the filters is represented in binary
format, the CSE technique reduces the adders required to
realize the multipliers. The count of singular bits (which do
not form (CSs)) in binary co-efficient remains significantly
lower than in CSD co-efficient, especially for filters of
higher orders. The BCSE(Binary Common Subexpression
Elimination) algorithm is used to get rid of superfluous
binary common subexpressions in the co-efficient[12]. It
also minimizes recurring computations in co-efficient
multipliers by utilizing most related binary bit patterns
(BCS’s) identified by co-efficient [13]. 2" — [n + 1]is the
count of BCS’s that can be developed from a binary
value(N-bits). For instance, a 3-bit binary depiction can
produce 4 BCS’s-(011),(101),(110)and (111).Such
BCS’s can be represented in the following way:

[011]=>y, Wherey,=2""y +2 %y ®
[101] =>y;, Wherey; =y + 2%y )
[110]=>y, Wherey, =y +27"y ®)
[111]=>ys, Whereys =y +27'y +27% 4

Here y=input signal. BCS’s such as [0 0 1], [0 1 0], and
[1 0 0], don’t require an adder to be implemented as they
only contain 1 non-zero bit. A straightforward execution of
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the above BCS’s would demand the use of five adders.
However, by performing a right shift, y, may be retrieved
from y4 (with no more adders).

Y= (7 )+ @7Fy) =27y + 27 y) =27 () (5)
Also, ys can be obtained from y, using an adder:
Ys=y+(27ly) + (27hy) =ya+ 27y (6)

To actualize the BCS’s y, to ys, only three adders are
necessary. For each conceivable n-bit binary
subexpressions, 2n—1 — 1 is the quantity of adders
necessary[14]. When compared with CSD-based CSE
approaches, the binary representation-based BCSE requires
far fewer adders to build the coefficient multipliers. The
forthcoming  section  discusses  Greedy = common
subexpression elimination focusing on reducing the adders
ultimately leading to a reduction in size.

V. GREEDY COMMON SUBEXPRESSION ELIMINATION

To reduce the number of adders, the new CSE method
employs 3 approaches:

. BHCSE -Binary Horizontal Common
Subexpression  Elimination

. BVCSE -Binary  Vertical
Subexpression  Elimination

Common

. Hardwiring of the final stages.

These techniques use a look ahead strategy into coefficient
multiplier [15], focusing on removing redundancies by
analyzing and identifying patterns. The earlier approaches
were only reliant on (BCS’s), such as y; to ys, which are
constructed as follows from the binary representation of
coefficient.

[011]=ys, Whereys =271y, +2 %y, @)
[101] =y, Wherey, =y, +2 %y, )
[110]=ys, Whereys=y; +27 1y, ©
[111]=ysWhereys=y; +2 1y + 2 %y, (10)

The BHCS’s equations (7) through equation (10) will
need 5 adders to be produced effectively. However, as ys is
derived from y; by shift operation and ys helps to obtain ys,
only 3 adders are necessary for constructing BHCS’s.

ys=2 7ty +2 =27 (y v 27y =27y (1)
Ye=Y1t 27 yit 2—2y1: Yst 27 Y1 (12)

The fundamental disadvantage of BHCS’s is: many bits
are left ungrouped once they are derived due to their
development using the non-look-ahead technique[7]. The
suggested CSE method can be presented using the 12-tap
FIR filter co-efficient which is used in Table | as an
example.
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TABLE I. CSD FILTER CO-EFFICIENT REPRESENTATION

12 (3|4 |5|6 |7 |8 |9 |10 |11 |12
ho |0 |0 |[1]jo |[2]o o [-1]jo |1 _T1o0 [1]
hy |0 |0 |[1]|lo |[T}J0o |2 |0 ]|O |1 |0 |O
h. (oo |o|o ||[1]jo]jo o fo|lr [0 [1]
h: |0 |0 |0 |1 |0 |[T{OT[TY)O |0 |[T)1]0O
he |0 |0 [0 |[T ﬁ o [-1]o0]0o [J[a]]o
h: [0 [ltlofolafloflt]lolol1]]o |o

As illustrated in Tables Il and 111, the patterns are derived
using the look-ahead method. Table Il represents the
traditional horizontal subexpression generation, while Table
Il represents the same, combining our approach, for
instance, filter hg and h;. The two bits in Table Il are
ungrouped. Table 11, on the other hand, groups all the bits
together, reducing the required adders. The HCS's y;= [1 0
1, y4=[10-1],ys=[1001],y¢=[100 -1] and VCS
(Vertical Common Subexpression) y, = [1 1].

TABLE Il. SEQUENTIAL GROUPING BY HORIZONTAL METHOD

12|3456789101112

hg |O |0 [f1 {0 ]1]jo ||z o [-1]o|-1]0

h, ([0 o |ft oo [1]]o]o |1 |0 |O |O

TABLE I1l. GROUPING TECHNIQUE FOR LOOK-AHEAD

11213 |4 |56 |7 |8 |9 |10]11]12

he [0 [0 [[1f]o [z [o [1]]o [[a]o[-1]0

h, [0 |0 ||1]jo o f1 oo |10 |0 |O

Table | aids in the calculation of Table IV by using
HCS’s, [1001] =5, [101] =3 and VCS [11] =2. Analyzing
the identical shifts between these values or HCS’s and non-
zero bits, a Super-subexpression is formed. Table Il depicts
the development of SS8 and SS9. From the HCSs [101], the
bits “1* and “-1 show a shift difference of 1. (like in hs
and hy).

TABLE IV. FIR- FILTER COEFFICIENT FINAL REPRESENTATION

112 (3 (4|5 |6 |7 |89 ]|10)11]12
hg |[O |0 |2 |0 |6 |00 ]|O |03 0 0
h, |0 O |O0O|O |2 |0 |6 |0O]|O |0 0 0
h |0 |]O|O0O[O|O|O|[O|O]|O |3 0 0
h: ([O |0 |0 |8 |0 |O|JO|O|0O|O 2 0
h, |[O|O|O |9 |O|O|JO]|O|0O]|O 0 0
h: |0 |5 |00 |0 |05 |0]|JO0 |0 0 0

The result of the example can be given as follows from
Table 1V:

Z =23y, + 20y + 270 ys + 20 yo(- 1)+ 2 Ty (1)+
27 10y5(- 2)+ 2t yg(-3)+ 2 My,(-3) + 2 yo(-4) +
272 ys(-5)+ 2" "ys( -5) (13)

Table | represents the quantity of Multiplier Block
Adders (MBASs) necessary in producing this filter using the
direct method which includes shifts and adds, counting to
18. Only 11 MBAs are required for the suggested Greedy
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CSE approach where 6 are utilized for subexpressions and 5
for actual realization, representing a 39 % decrement in
comparison to the direct technique. When higher level filters
are taken into account, the reduction in percentage is even
greater[16]. The co-efficient of the greedy CSE approach is
fixed, resulting in a low-complexity solution when specific
filters are used. The channel filter coefficient in SDR
receivers must be updated when the filter specification
changes. As a result, SDR channel filters must be
reconfigurable. In the following section, two architectures
for integrating reconfigurability on greedy CSE-based lower
complex filter topologies are detailed.

V. PROPOSED FILTER DESIGN

This segment describes the suggested FIR filter
architecture. The proposed FIR filter strategy based on the
modified direct form is shown in Figure 1. The dotted area
in Fig. 1 indicates the Multiplier Block (MB) [coefficient
multipliers share similar inputs].

Shift and Add Unit

1
X(n)
i Y L J v
i PEI PEIl | ——— | PEn
"""
D :fn\ > — 9
N E
"Y(n)

Fig. 1. FIR filter design -Transposed Direct Form.

Using MCM, the MB(Multiplier block) minimizes the
complexity of filter designs. MCM reduces superfluous
computations using greedy CSE, resulting in redundancy.
The processing element denoted by PE-i corresponds to i-th
coefficient as in Figure 1. PE completes the coefficient
multiplication using a shift and adds a unit. The PE
architecture differs for planned CSM and PSM. Because the
filter coefficient in the CSM is partitioned into fixed groups,
constant shifters are employed in the PE design.

The PSM's PE, on the other hand, is made of
programmable shifters (PS).FIR filter design could be
implemented serially (using the same PE to generate all
partial products/outputs through concatenation of the co-
efficient along with input signal (y[n] *h) or parallelly by
parallel PE designs.

A. Architecture of Constant Shift Method(CSM)

The constant Shift Method is a simple concept
architecture to understand. The co-efficient are directly
made to store in LUT. This co-efficient is split into 3-bit
groups which are utilized as the multiplexer’s chosen signal.
This architecture involves [n/3] multiplexer units, where n =
the word length of the filter’s coefficient. If the filter co-
efficient has a bit width of 9 bits, for example, then three

372

ICIIET — 2022




2022|International Conference on Intelligent Innovations in Engineering and Technology

ICIIET — 2022

multiplexers are required. Any 9-bit coefficient, for
instance, h= "0.111111111” can be used to describe this
method. The worst-case coefficient which is 9 bit is h as
every bit here is nonzero. As n=9, three multiplexers are
necessary. The coefficient(equation) is written as follows

Z=2ty+22y 428 y 427y 2%y 420y +27y+28y+2°°

(14)
By dividing equation (8), we obtain
h=2"(y +27y+2%y +2°y +27y +2°y +2°y+27y+
2°y) (15)
h=2%(y +2ty+22y +2° (y +21y +2%y) +
25(y+2y+22y) (16)

Expressions such as [y +2%y +22y] and [y +2y], can be
derived from units such as shift and add. The intermediate
additions displayed inside the brackets of (16) can then be
achieved by utilizing three multiplexers, especially two 8:1
and one 4:1 (for filter coefficient’s last 2 bits). The shift
operations such as 27, 27> and 27° will be executed by the
final shifter unit. Because these shifts are always
consistent/constant, programmed shifters are unnecessary. To
obtain h*x [17] all intermediate amounts will be added by the
final adder unit

—> Add and shift Unit |—|
i I T I I T —
l ¥ IR ] v ¥ v ¥ vy ¥ vy
[ Mo | oo | [ v | [ oam | [ vims Muxs_|
=3 >>3 =3
3
| Adder(al) | | Adder(a2) | Adder(a3)
Y
6 Adder(ad) |
1
Adder(a5)

|‘7

Fig. 2. CSM Design for 16-bit coefficient filters.

| Output to structural adder unit

Figure 2 depicts the CSM design for the 16-bit filter
coefficient. CSM entails the following steps:

Step 1: Obtain y(input).

Step 2: Take the LUT co-efficient to utilize them as the
multiplexer’s signal.

Step 3: The final shifting function should be applied to the
resultant of the multiplexer.

Step 4: Using the final adder unit, do the addition of
intermediate values.
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Step 5: In the delay unit "D," save h*y, the final result.

Step 6: If the co-efficient in the LUT is not completed move
to step 2, otherwise go to step 1.

The select signal for Mux1 will be the 3 most significant
bits of the coefficient, followed by the next three bits for
Mux2, and so on until you get to the last multiplexer with
the least significant bits.

B. Architecture of Phase Shift Method(PSM)

PSM approach relies upon a previously stated method of
Common Subexpression Elimination (CSE). Rather than
using constant shifts like the CSM approach, the PSM uses
programmable shifters. PSM has a benefit above CSM in
that the PSM always ensures the least number of additions
and, as a result, the least amount of power utilization. This
is due to the PSM which contains a pre-analyzed
component. The CSE algorithm [18] is used to assess the
filter coefficient. As a result, superfluous operations
(additions) are omitted, and the obtained co-efficient are
retained in the LUT in a coded manner.

The coding can be stated as follows: Let’s take h
(coefficient),

h= [1010011001010011] 17)

Using Common Subexpression Elimination, substitute 2=
[11],3=[101],

Equation (17) now turns into
h=[3000020003000020] (18)

Then equation 12 will locate in the LUT like {1, 3}, {6,
2}, {10, 3}, {15, 2}) depicted as {y,Z},where y represents
the shift value and Z represents BCS equations 7 to 10.
Here, LUT has data in the form of {y, Z}. Asy could still
have 8 different permutations ranging from [000] to [111], it
needs three bits, whilst values of Z ranging from [0001] to
[1111] for a co-efficient containing 16 bits, needs four bits.
(It should be remembered that 21 is usually employed after
the final addition (17), thus 216 won’t occur.) As a result, 7
bits are required to store y, Z. Both PSM and CSM have the
same shift shifts(PS) and add units. After applying greedy
CSE to the filter coefficient, the number of multiplexer units
to be needed can be calculated. The quantity of multiplexers
relates to the coefficient with the most operands. Here, fig. 3
illustrates the design of the PSM technique along with
programmable shifts.

The following is the procedure involved in PSM:

Step 1: Using the CSE algorithm, calculate the BCS’s from
the filter coefficient.

Step 2: Save the generated indices in the specified format in
the LUT, as shown in (18).

Step 3: Obtain y(input signal).

Step 4: Take the LUT co-efficient and utilize them as a
select signal for programmable shifters and also for MUX.

Step 5: Using PS, the final shifting function is performed on

the mux’s output.
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Step 6: Use the final adder unit to do the addition on
intermediate values.

Step 7: In the delay unit "D," save the terminating result,
h*y.

Step 8: If the co-efficient in the LUT is not completed,
move to step 4, otherwise go to step 3.

Add and shift Unit
X(: I anl B ni I l
l ¥ ¥ ¥ v ¥ v ¥ v ¥
[t | [ o | [ v | IETEIE=E
¥ i ¥ ¥ ¥ l ¥ v 1
| PS | | PS | | PS | | PS | | PS
Adder(al) q Adder(a3)

| Adder(a2)

L

| Output to structural adder unit

|47

Fig.3- PSM design for 16-bit coefficient

VI. RESULTS AND ANALYSIS

The parameters such as area, delay, and power are
compared and the outcomes of the analysis of binary CSE,
greedy CSE, CSM, and PSM are explained. The outcomes
are generated using Xilinx 12.3i ISE. The tables below
exhibit the analytical results of CSM and PSM FIR filters of
16 taps with a word length of 16 bits co-efficient.

TABLE V. COMPARISON OF DELAY USING DIFFERENT CSE

METHODS
PARAMETER Binary CSE Greedy CSE
CSM | PSM [CSM | PSM
Delay(ns) 10.045 | 10.750 | 9.576 |9.651

TABLE VI. CSM VS. PSM AREA COMPARISON USING DIFFERENT
CSE METHODS

PARAMETER Binary CSE Greedy CSE

Number of CSM PSM |CSM PSM
Gate Count 1525 1504 |1516 1495

TABLE VII. CSM VS. PSM-POWER COMPARISON USING
DIFFERENT CSE METHODS

PARAMETER Binary CSE Greedy CSE
CSM | PSM CSM |PSM
Power(mWw) 158 81 107 52

Table V shows the reduction in delay when Greedy
common subexpression elimination is used when compared
with Binary Common Subexpression elimination, ultimately
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leading to fast working filters. Table V1 attributes the
number of gates used in each elimination method where
Greedy CSE overtakes Binary with a reduction in a few
numbers. In this way, the area which is required when FIR
filters are employed with Greedy CSE is less when
compared with Binary CSE. Table VII shows the lower
power consumption in ranges of milliwatts(mW) when
Greedy CSE is used. In these comparisons, the Constant
Shift Method of Greedy Common Subexpression
Elimination surpasses Binary CSE. Phase Shift Method
proves to be efficient with fast and reduced area and power
filters.

VII. CONCLUSION

CSM and PSM are the two new methodologies offered
for building flexible filters of higher order with fewer
complications. These postulated CSM and PSM techniques
utilize designs with a predetermined number of
multiplexers, and the greedy CSE algorithm is used to
optimize complexity. High-speed filters are generated by the
CSM architecture, and small-area, low-power filters are
generated by the PSM architecture. With the PSM, you may
also change the word lengths of the filter coefficient
regularly. The recommended reconfigurable designs can
easily be altered to eliminate all common subexpression
(CSE) approaches, resulting in flexible FIR filter
implementations with acceptable area, power reduction, and
additional speed.

Analyzing these methodologies enables us to efficiently
develop processors that can be designed using VLSI (Very
Large Scale Integration). Successful development will result
in advanced, faster reaction circuits for applications
involving complexities and huge computations, especially
for distinct applications including machine learning, and
artificial intelligence.
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Smart Attendance System with Face Recognition
using OpenCV
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Abstract—A  face  recognition-based  automatic
attendance scheme requires the deployment of a system to address
the shortcomings of traditional manual attendance. This paper
proposes an attendance management system that uses face
verification technology. Open-CV is an open-source image
processing package that can be used in a variety of applications.
Flask is a python-based web application micro-framework
enabling easy app management. The system is built using the
Python Open-CV module and a Flask web application. The face
recognition module is built upon the dataset "labeled faces in the
wild™ which got an accuracy of 99%. While observing the face
recognizer it is concluded that the less no. of faces can be
recognized very accurately and in less time. It begins by detecting
faces in images captured from a web camera and comparing them
to images of pupils who have previously been enrolled. New users
or students can register by providing accurate information and a
photograph. A member's existing information can be managed by
an administrator. The web application may retrieve detailed
attendance reports for a class on a certain date from the database.

Keywords—Attendance system, Face Recognition, Flask,

OpenCV, MySQL
I. INTRODUCTION

The attendance system is one of the major aspects of every
educational institute and organization to keep track of
students' class presence and the working hours of staff or an
employee. Manually attendance-taking procedures may not be
reliable sometimes because of human errors. An automated
system will save time and money for the organization. Many
institutes are switching to an automated attendance system by
using digital technologies and biometric authentications. But
these biometric systems also can be served only one person at
a time. We know face recognition models are improving a lot,
by using many deep learning techniques. These face
recognition models can be used as a feature in an attendance
system. Face recognition technology is used by many public
and private institutions for different purposes. It is used for
authentication at entry gates, identifying the criminals in a
crowd, Liveness detection and many more applications are
there. In this proposed system face recognition model is used
which is built upon the "labeled faces in the wild" dataset
which comprises different faces with corresponding labels.
This system uses state of art of deep metric learning and
transforms each image as a 128bit encoded vector and then
uses the SVM model for classification tasks. The literature
review, full description of several stages in the proposed
model, results and conclusions, and scope for improvement
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are the sections that follow in this study. The proposed system
will have the benefits like time-saving, cost reduction of
stationary materials, easy reporting, and reduced
administrative load.

Il. LITERATURE REVIEW

Face recognition is a computer vision technology that
analyses facial feature information for identity recognition.
Experimental data shows that the accuracy rate of the video
face recognition system is up to 82%. Compared with the
traditional check-in method, the face recognition attendance
system can be reduced by about 60% [1]. Many face
recognition systems need the input image in certain conditions
such as controlled illumination, particular posing, and view
angle, and with no obstacles between face and camera. These
are known as face recognition under controlled conditions.
These rules restrict the use of face recognition in many real-
time applications because they cannot satisfy these rules.
Real-time applications need techniques that do not need any
strict control over human beings for recognizing the face.
These types of systems need face recognition under
uncontrolled conditions. So, this paper proposes one such
system but the system needs an image as input and one person
per image which is a drawback of the system and provides a
hindrance in using it in real-time applications like attendance
systems [2]. Biometrics systems essentially consist of
recording and comparing biometric characteristics. When a
person first uses a biometrics system, his or her identifying
features are enrolled as a reference for future comparison. This
reference can be stored on a laptop/ server for future use [3].
The Open source technology Open face was used to create this
real-time GUI-based facial recognition system. Open Facial is
a face recognition Programme based on OpenCV developed
by Carnegie Mellon University. HOG is one of the most used
ways of representing a face image [4]. We will discuss
attendance without human intervention in this work. In this
method, a camera is installed in the classroom, which captures
the image, detects the faces, compares them to a database, and
then records the attendance. Eigen's faces are a collection of
Eigenvectors used in the face recognition problem in
computer vision [5]. The author incorporated NFC
technology, Raspberry Pi, and 3 Face Authentication to be
implemented on a mobile device [6]. In authors proposed an
automated  attendance management system. This system,
which is based on face detection and recognition algorithms,
automatically detects the student when he enters the classroom
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and marks the attendance by recognizing him [7]. Currently,
the attendance tracking system for education sectors based on
biometric recognition is underutilized, presenting an excellent
chance to do fascinating research in this field[8]. The web is
the most widely used networking tool that meets the needs of
all sorts of users and gives a solution to any problem
definition. To build and develop a web that is well-structured
and attractive, we must use the appropriate technologies [9].
An image of a face is divided into patches, which are then
concatenated in a raster scan order to create an ordered
sequence. DICW calculates the image-to-class distance
between a query face and those of an enrolled subject using
this order information by determining the best alignment
between the query sequence and all sequences of that subject
[10]. Table 1 shows the comparison of different relative
studies and their advantages and limitations of them.

TABLE1. COMPARISON OF DIFFERENT TECHNIQUES USED IN FACE
RECOGNITION-BASED ATTENDANCE SYSTEM

Ref | Author & Title Concept Advantage | Limitation
No. used
1 H. Yang and X. Real-time More stable Large
Han, “Face video and accurate | computatio
Recognition processing in different ns and
Attendance conditions hardware
System Based on equipment
Real-Time Video required
Processing”
2 Xin Geng, Zhi- Face Better Video
Hua Zhou, & Recognitio results in sequences
Smith-Miles, “An n under real-time verification
Approach to Face controlled conditions | and
Recognition conditions multiple-
Under person
Uncontrolled images
Conditions.” recognition
in real-time
are difficult
3 Patil, Pratima, Fingerprint Secure Time-
AjitKhachane, and | authenticati | authenticati consuming
Vijay Purohit. "A on-based on
wireless attendance
fingerprint system
attendance
system."

4 D. M. Prasanna access More Inappropria
and C. G. Reddy, control accurate te for the
"Development of systemby | local images | large no. of
Real-Time Face face data samples in

Recognition recognition the dataset.
System Using using a
OpenCV Histogram
of gradients
E Varadharajan, Background The face Face
“Automatic subtraction detected detection is
attendance of image after very
management and Eigen | background | accurate but
system using face | weights for | subtraction the Face
5 detection” faCP: is accurate recognition
detection | as compared task is
to an difficult
imagethat is
not
background
subtracted.
6 Siti Ummi Iris Real-time Difficult
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I1l. METHODOLOGY

The proposed
functionalities:

1. Taking attendance based on Face Verification.

2. New Student Registration into the System.

3. Retrieving previous Attendance Report

The system is developed in 3 layers and each layer is
responsible for different functionality Fig.1 describes the
overview of the system.
Application Layer: For an easily accessible interface.
System Layer: The functionality of the system.
Database layer: For storing and maintaining persistent data.

system consists of the following

User Interface (Web Application)
Application layer

Flask App
System layer Face Recognizer
s

MySQL Database

Database layer

Fig.1.System Overview
A. Application Layer

The user interface is made by using HTML along with
styling applied by CSS and Bootstrap. The interface is mainly
consisting of three sections. Attendance, Enrolment, and
Attendance Report. The index page is made by using HTML
and styling is applied using CSS and the Bootstrap framework.
The application layer is made for user-friendly access to the
system for the user. The user is not concerned with what
happening in the back, he will use the application easily from
this interface.

a. Take attendance

Here the face recognition model that is built pre-trained is
used to detect and classify faces in front of the camera. This
section is responsible for taking attendance of class students
by face verification and sending the recognized faces data to
the flask runtime which will store the data in a database. This
will take 4 inputs from the user those are Branch, Year of
study, Section, and Subject. After those four inputs, the
recognizer will be called and starts verifying faces.

b. Enrolment of New Student

This section is responsible for adding new students'
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information to the system with the given details in the
registration form. The form data will be sent to the flask
application management.

c. Attendance Report

A hyperlink is displayed on the home page to get the
attendance report of a class on a given date. This hyperlink will
redirect to the "report” page. The report page has a form that
consists of 4 inputs Branch, Year, Section, Subject, and Date.
The attendance report of the class based on the given data will
be displayed on this page.

Take Attendance Register student

| Attendance Report |

Fig.2. The Basic layout of the home page and search page.

For front-end web page design we used the HTML, CSS
andJinja2 template coding. In fig.2 the user interface design is
shown for the home page and the attendance report fetching the

page.
d. HTML & CSS

Hypertext means the links provided on a page and markup
text is used for structuring the content of the web page by using
Tags that are available in the HTML. The information is visually
shown to the user by different elements on the web page. These
elements are then styled by using different Style sheets and
frameworks.

Styling can be applied to HTML by using CSS which
provides attractive styles and transformation for a more user-
friendly interface through the web page. Cascading Style Sheets
are applied to HTML pages by including the CSS files as meta
links to the head tag of the HTML.

e. BOOTSTRAP

Bootstrap is a front-end web development framework that
comprises CSS predefined classes and JavaScript validations
and extensions. It allows us to make a web interface look stylish
and have proper validations. Bootstrap allows Responsive web
design for different platforms like mobile, Laptops, and PCs. It
uses a grid system that facilitates the programmers to make a
website responsive according to the viewport.

Bootstrap is used by using CDN meta links at the head of the
HTML page or we can also use the vendor files for applying
bootstrap. However, in this project, we are using the CDN links
and bootstrap classes of Forms Cards and

buttons required for the website styling design.
f. JINJA2

Jinja2 is a powerful templating language popular in the
Python community. It may be used directly in Python
programs, and it's the template rendering engine for many
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larger projects.

Templating languages enable the development of text-based
documents with dynamically created content. The resulting
files can be HTML, JSON, XML, or any other text-based
format. The goal is to embed business logic in code while
giving template designers control over the flow and layout of
the final document.

B. System Layer
a. Face Recognizer

The face recognizer is made by using OpenCV-python and
the face_recognition library in python. It starts capturing faces
and if the face is recognized then it will add the id to a list.
And then finally it returns the list of verified ids.

The following libraries are used in the task of recognizing
the face.

1. OpenCV
2. face_recognition
3.dlib

e  OpenCV is a programming package geared mostly at
real-time computer vision. It was created by Intel and then
sponsored by Willow Garage and ltseez. Under the open-
source Apache 2 License, the library is cross-platform and free
to use.

e  We'll be utilizing the face recognition library in our
code because it's quite straightforward to use. Before we use
face recognition, we must first install dlib.

e  The dlib library provides our implementation of 'deep
metric learning," which is used to build the face embeddings
that are employed in the recognition process.

The face_recogntition module has the following functions:
1. face_locations

Returns an array of the human face bounding boxes in an
image.

2. face_encodings

Return the 128-dimension face encoding for each face in an
image given an image. On these encodings, we perform a
comparison.

3. face_distances

Compare a list of face encodings against a known face
encoding and calculate the Euclidean distance between each
comparison. The distance between the faces indicates how
similar they are.

4. compare_faces

To see if they match, compare a list of face encodings to a
candidate encoding. Based on the comparison, return True or
False.

Working of recognizer
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i. Go to the directory where all known images are
available.
ii. Store all the names available in the directory as class
Names.
iii. Find encodings of all known images available and
store them in a known Encodings list.
iv. While True:

e Read each frame from the source video and scale
down by resizing

e Find all face locations in the frame.

e Find face encodings for all faces in the frame and
store them in current Encodings
with  current

e Compare known

Encodings

Encodings

e Find face distances between known Encodings
and current Encodings.

V.  When the user press on ‘S’ key close the window and
return all the recognized names list.

Flask Application

Flask is a Python Application Programming Interface that
allows us to create web-based applications. A web application
can be easily managed by using a flask.

It will bind different URLs of a website and defines each
functionality to each page with python programming. It
integrates the python language with web programming. We can
process the data in python and send them to the web interface.
Flask is built using the WSGI toolkit and Jinja2 Template
engine.

Routing

A route decorator in the flask is used to redirect to the target
URL. The flask will define each function in python to this URL.

Data retrieval through HTTP requests: For data retrieval from
the supplied URL, Flask supports a variety of HTTP protocols.

GET: This is used to deliver data to the server in a form that is
not encrypted.

POST: This method sends the form data to the server. The server
does not cache data received via the POST method.

The post request method returns post data, such as
information entered into a web form. This information is
organized as an associative dictionary, with form input names
serving as keys and entered values serving as dictionary values.

File-Uploading in Flask:

Uploading files in Flask is a breeze. It requires an HTML
form with an enctype attribute and a URL handler to retrieve
the file and save it to the specified location. Files are
temporarily kept on the server before being sent to the desired
location.

Template Inheritance:
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We can reuse the code that is written in some base HTML
templates.

Before running the flask application it is better to create a
virtual environment that isolates the project.

This system consists of the following endpoints
1. Root (°/7)
2. Take Attendance (‘/take attendance’)
3. Add Student (‘/addstudent”)
4. AttendanceReport ( ‘/search’ )

home (/) :

This will be the base URL that is opened directly when we
open the web server (localhost). On this page, the Index.html
template is rendered. This consists of a basic interface without
any messages.

[take attendance :

This function is responsible for calling a recognizer and
performing actions on the database. In the end, this function
will render the index.html with the message whose attendance
has been marked. Those ids will be displayed on the index
page when attendance marking is done.

/addstudent

This function is responsible for adding new students into
the system by performing SQL queries and it uploads the
student pictures in a given directory.

/search

This URL calls the function that is responsible for
retrieving attendance details on a given date and finally
renders the search.html page with the retrieved data from a
database.

The run() function is used to start the Flask application.
For any code changes, the method should be manually
restarted. To combat this, debug support is turned on, allowing
you to track any errors.

Database Layer:

MySQL is a relational database management system
(RDBMS) based on structured query language (SQL).

This project’s database system consists of totally 2
Relations:
Students Table:

The students' table is responsible for storing the details
of students with Student ID as a primary key. It is accessed
by the enrolment functionality of the system to insert new
students' data. Fig. 3 shows the sample data from Students
Table.
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StudentlD  Name Branch Year Section
19341A1277 MV Ram Kumar IT 3 B
19341A1284 P Hari Shankar IT S B
19341A1295 Routhu RamakKrishna IT 3 B
19341A1296 Routhu Sathish IT S B
19341A1297 G Sai Ram Prudhvi  IT 3 B

Fig 3. Students table in MySQL server

Attendance Table:

The attendance table is used for storing the data on the
attendance of a class. The list of students' ids will be stored as a
long Text value in the database. This will have a primary key as
the current TIMESTAMP. It is accessed by the "take
attendance" functionality of the system. Fig. 4 shows the sample
data from the Attendance table in the MySQL server.

TIME DATE  YEAR ERANCK SECTION SUB PRESENTS
20220509 10:59:43 202205093 1T B 6 19341A1266 19341A1276 19341A1277 19341A1278 19341A...

2220509 18:50:43 2022405093 T B 1 19341A1267 1834141298 19341A1200 19341A12A0 19341A..
0220510121200 20205403 T B 3 10341A1206 1934141284
220512 22:25:48 0220612 3 ECE B 1 19341A04D8 19341A04D9 19341A04E2

20512222823 02206123 ECE B 3 19341A1206 19341A1267 1934141295 193411217

Fig 4. Attendance table in MySQL server
SQL Queries:

Enrolment of new students can be done by adding data into
the students' table with given details of the student and
executing the following SQL Query.

Insert Into Students Values (Student Id, Name, Branch,
Year, Section)

For taking attendance of class students, the flask application
will invoke the recognizer and get the ID of students whose face
has been recognized. This list of IDs is converted into a String
format and inserted into the database.

Insert Into Attendance (Year, Branch, Section, Sub,
Presents) Values (3, °It, "B’, “Sub-57, °19341a1296
1934121297 1934181277 )

To retrieve the attendance of the date the ids present list is
taken from the database on that date. On the web page, all the
student's details are displayed with their ID, Name, and
present/absent Status. The present or absent status is determined
by the list of IDs taken from the attendance table.

This data displaying process will be the following way:

Let the Students List is the details of all students taken from the
Students table in the database and the Presents List is the list of
attended IDs taken from the Attendance table.
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for each student in the Students List:
If student.id in Presents List:

SET Status = present

Else:

SET Status = absent

Display Student details: 1D, Name, Status

Work Flow:
The workflow of the system can be described as follows:

The user can run the flask application using python
commands. The flask application tries to connect to the
MySQL database Server located in Xampp if it is connected
then the interface is displayed on the home page. The user has
to choose which function he wants to use now. For example,
if a new student has to be registered in the system we have to
go to the section of New Enrollment and then fill in the
necessary details to submit details. The internal working will
not be depicted to the user.

This way the user can take the attendance also by giving
necessary details regarding the classroom. If the user wants to
get the report he can click on the hyperlink provided on the
home page. After redirecting to the home report page user has
to give the details about which class and on which date he
wants the report.

IV. RESULTS

The proposed system has been developed as a web
application and several testing are made by using different
faces placed in front of the camera. The correctness of the
system results is shown in fig 5.

Correct Rate
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Fig 5. Correctness of face_recognition

We observed that there are mismatch results when the no.
of people in front of the camera increases. Fig. 6 explains that
if the distance between face and camera increases then it is
difficult for the camera to identify the candidate accurately and
gives wrong results.
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Accuracy of Detecting Face w.r.t. Distance
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Fig 6. Accuracy w.r.t distance between face and camera

Web application results:
Home page:

Fig. 7 shows the home page of the user interface design.
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Fig 8. Recognizer verifying face

There can be more than one face in front of the camera. All
those students' attendance will be marked once they were
recognized. In figure 8 the face recognition window detected
and identified a face.
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Fig 9. New Student Registration

Figure 9 is a sample of the registration of new students
into the system with details.
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Fig 10. Attendance report on a date

In fig. 10 the attendance report for a class on a particular
date is fetched and displayed on the web page.

V. CONCLUSION

We have integrated a face recognition system with a web
application so that it can be useful in the process of the
attendance management system. The web interface provides
easy accessibility to the user. This automated system can
replace traditional attendance procedures by overcoming
many problems occurred during the manually attendance-
taking procedure and saves a great amount of time. This
system can reduce the paperwork and stationary material cost.
The attendance records of previous are available immediately
from the database. This system will also ensure that
attendance is reliable and under the supervision of the
administrator. There are still limitations in this system such as
low light conditions and posing of the face by the student who
is in front of the camera. One more disadvantage is to the
recognizer cannot differentiate between a real human and a
picture of a user.

VI. FUTURE SCOPE

The system can be further developed by including other
features in the system. The face recognition module in the
system can be improved by training it on its dataset of college
students.
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Abstract—One of the most hazardous threats in the
current environment is DDOs attacks. It is challenging to
identify and defend against these attacks since they are
becoming more sophisticated and more frequent every day.
So, it's important to identify and prevent such type of attack
before any impact. In this study, research on a new dataset
of DDoS attacks which includes HTTP Flood attacks, and
UDP Flood is conducted. SVM, KNN, and Random Forest
among other machine learning algorithms for classification
are used in this work to classify nodes as malicious or non-
malicious nodes. Additionally, Fuzzy inference rules are
applied to malicious nodes classified by machine learning
algorithms(SVM, KNN, and Random Forest)accurately
identify nodes as highly malicious, moderate malicious, or
non-malicious. Finally using all the processed information, a
decision is made to eliminate all the highly malicious nodes.
Moreover, we have created a dataset namely AVV-
DDos2286 which will be made publicly available for further
studies on DDO attacks. Our proposed method uses a better
hybrid approach combining machine learning algorithms
with Fuzzy logic systems which outperform conventional
DDoS attack detection systems implemented using stand-
alone machine learning algorithms. The results obtained has
an accuracy of about 949% for classification.

Keywords — DDoS Attacks, Fuzzy Inference System, K-
Nearest Neighbors, Random Forest, Support Vector Machine,
Wireless Sensor Networks

I. INTRODUCTION

Numerous types of business attacks are associated with the
growth of PC enterprises, notably the web. Recently, the
Wannacry global payout product virus has shut down network
operations in the countries. Assets around many nations were
the target of attacks using botnets, according to Kaspersky Lab
statistics from the final quarter of 2015. DDoS assaults are
confounded, yet they essentially influence the application and
authoritative layers of the OSI model and are continuously
being developed by wafers or dark programmers. These
assaults utilize the imitated IP locations to keep away from
recognition as the source and to complete the assault at an
enormous scope. Such subsequent meet-ups are monstrous to
the point that the assault traffic consumes availabledata
transmission, releasing the real bundles. Surprisingly,
government agencies, financial institutions, security services,
and military divisions are among the casualties. Notable sites
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such as Facebook, Twitter, Wikileaks, and other sites suffered
DDoS attacks that disrupted their regular operations and
caused financial losses, administrative corruption, and
accessibility issues.

The position is highly problematic because it's difficult to
tell fake parcels from fake bundles. Furthermore, the wafer or
dark software engineer rapidly leaves the zombies after
finishing the asked request, making it difficult to find the
saltine. Therefore, a clever interruption identification system
(IDS) is required to safeguard business operations. We
employed a variety of Al techniques to identify and dissect
the way of behaving of DDoS groups utilizing an
abnormality-based approach to strengthen the structure.

DDoS assaults like HTTP flood and UDP flood must be
organized and examined, this study frames various Al
grouping strategies like SVM, KNN, and Random Forest.
Since there were no standard informational indexes that
contained the numerous DDoS assaults on different levels,
such as UDP flood and HTTP flood, the work was finished on
the dataset that covers the various types of DDoS attacks in
this study. A close analysis of several classification
techniques such as SVM, KNN, and Random Forest is done
to classify the nodes as malicious and non-malicious nodes.
Later from the classification obtained from the above
machine learning algorithms then we are passing it to Fuzzy
Inference System to classify nodes as highly malicious,
moderate malicious, or non-malicious nodes in nature. Finally
using the processed information a decision is made to
eliminate all the highly malicious nodes.

Il. RELATED WORK

Several strategies for identifying and breaking down DDoS
attacks have been developed recently. The majority of current
identification projects rely on highlight choices from the IP
packages caught. Mohammed Alkasassbeh et al. considered
27 highlights with a fresh dataset that includes cutting-edge
DDoS assaults on various organization layers, for example,
UDP Flood, and HTTP Flood. Our study primarily aim is
toexamine of many classifiers used in arrangement and
determining disarray network of every methodology utilized.
Our strategy combines notable Al methods such as SVM,
KNN, and Random Forests.
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In light of the DDoS attack, here are a few related works.
Lakshmi HN, Santhosh Anand, and Somnath Sinha proposed a
nonexclusive NS2-based WSN model [1] in which the e
directing convention of the preset WSN reproduction model's
code is altered to simulate an RREQ Flooding assault. Research
on the Malicious Node Detection in Wireless Sensor Network
[2] by Nagarjun S, Santosh Anand, and Somnath Sinha
proposed the work in terms of WSN security and recognizing a
phoney hub in the organization.These are displayed in ns2, so
their pro- posed conspire aids them in identifying the phoney
node. A customized method for lowering energy usage in
wireless sensor networks [3] was developed by Somnath Sinha,
Santosh Anand, and Krishnapriya K M, the work proposes a
modified method for dealing with energy utilization in remote
sensor networks by k-implies grouping calculation and back
spread calculation. Sanguk Noh et al. [4] in their work proposed
network traffic analysis by using the ratio of TCP flag rate and
machine learning algorithm which then help fill in the detection
of network flooding attacks against a Web server. Another
method for depicting and identifying botnets using network
traffic behaviors [5] was proposed by Sherif Saad et al., their
work explains analyzing and characterizing the network traffic
behavior to detect the botnet attack in the command and control
phase itself that in the initial stage itself before happening. In
their work, Niharika Sharma, Amit Mahajan, and
VibhakarMansotra [6] implement a method to detect botnet
commands and control traffic and individual end-hosts.
introduces the notion of destination traffic atoms, and computes
the persistence, which is a measure of temporal regularity.
Tracks the persistence of new destination atoms not already
whitelisted to identify suspicious CC destinations. IRC-based
botnets [7], which are created by Carl Livadas et al, use Al
algorithms for distinguishing order and traffic control. This task
was divided into two sections by the person. They consider
some organizational classifiers like J48, gullible Bayes, and
Bayesian for level | presentations. Identify- fies components that
provide high generalization accuracy, and choose the grouping
aversion to the preparation set size. A prologue to interruption
recognition frameworks (IDS) and a review of several
DoS/DDoS identification techniques[8] are presented in a study
by Martin J. Reed et al. We introduce an IDS with a broad
characterization. The DoS location chapter examines the
difficulties and characteristics of DoS/DDoS at- tacks.
Additionally, a description of DoS attacks is understood. The
main finding of this review study is that a CUSUM-based
discovery method is having several benefits/advantages over
other quantifiable tools since it is nonparametric, which means
that it doesn't require preparation and will have efficient
resistance to different attacks in the given profile. Different
assault sequences are demonstrated in a research study [9] by
Prajakta Solankar et al. SVM, guileless Bayes, and KNN are
depicted, and trial results obtained using Python are notfinal.
Different administrative assault kinds are denounced in this
study, along with a survey of various grouping techniques such
as the SVM, k-NN, Naive Bayesian, and KNN.

ISBN: 978-1-6654-5652-4
e-ISBN: 978-1-6654-5650-0, 978-1-6654-5651-7

2022|International Conference on Intelligent Innovations in Engineering and Technology ICI I ET _ 2022

The developer looked at K-NN and vector machines using a
Python device, finding that K-NN had greater precision than
the others while taking longer. The authors of this study,
Bayu Adhi Tama et al.,[10] attempt the aggregate paper study
on DoS or DDoS attack recognition by some mining
techniques information, here hybrid mechanism for online
classification of network traffic using a signature-based
method at the first level, and then a machine learning
algorithm to classify the remaining unknown traffic using
statistical features were implemented. A traffic grouping
approach [11] is presented in the research study by Hema et
al., an exploratory study that has proposed a plan which can
arrange packages more effectively/accurately than current
traffic order strategies and achieve 92.34 % accuracy. To add
up the Naive Bayes expectations of the traffic streams, a
traffic order method is suggested. For interruption placement
frameworks [12], S.R. Khonde and V. Ulagamuthalvi
presented a revolutionary cross-breed design. The half and
half framework's accuracy increased by 10 to manage Big
Data for interruption identification. The execution boundaries
that creators use are exact, real negative, and valid positive.
The NSL KDD dataset was used by all classifiers to
recognize interruptions. Suad Mohammed Othman et al.[13]
introduced the SparkChi-SVM model. The proposed approach
made use of the information processing and information
analysis tool Spark Big Data. SVM was used to classify the
data independent of whether it was an attack and KDD was
used as the dataset. The results demonstrated that the model
had superior execution and a lower rate of misleading up-
sides. To recognize interruptions, Shraddha Khonde and V.
Ulaga- muthalvi [14] used a Random Forest-managed
calculation. For preparation and testing, the KDD dataset is
used. Gini file highlights are chosen for testing based on
likelihood. 50 erratic timberland trees were used by the
creators to increase accuracy and lower the rate of false
problems. According to the developers, arbitrary backwood
computation provides 96 percent accuracy. The developers
used a Random Forest-managed calculation. To remove the
valuable credits for greater accuracy, Manjula Suresh and R.
Anitha [15] used information gain including determination
tools and chi-square. A few Al models, such as Kmeans,
Fuzzy c-implies grouping, Navies Bayes, SVM, and KNN are
used for effective DDoS attack location with the chosen
ascribes. Their experiment outcomes highlight the Fuzzy C-
implies bunching to provide greater accuracy in the
observable proof of DDoS attacks. The work known as
Intrusion Detection System Against UDP Flood Attack and
Ping of Death Attack in MANET [16] was proposed by
Ankur Ashok Acharya, Arpitha K.M., and Santhosh Kumar
B.J, this system detects intrusions by setting limits for each
hub connected to the organization, and the chairman is then
informed whether or not the hub is an attacker hub. The work
on Taxonomy and risks of Sybil assaults in diverse climates
[17] is proposed in the chapter on Sybil assaults on Mobile
Adhoc Network: Analysis
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and Identification by Somnath Sinha, Aditi Paul, and Sarit Pal,
in this work effectiveness, limitations, and application scope of
each of these procedures have all been studied similarly
concerning a few recognizing approaches to ease Sybil assault.
This research also introduces a different methodology for
identifying Sybil attacks based on grouping and asset testing.
Somnath Sinha and Aditi Paul proposed the study Neuro-fluffy
based interruption recognition framework

[18] for remote sensor networks as a powerful and efficient
AIDS that makes use of fluffy and brain organization (NN)
based devices. Because it is compact and uses little overhead,
the suggested structure can be used in any hub. It may also
freely inspect the behavior of hubs in the area and determine
whether a hub is a friend or an enemy. Distinguishing Faulty
Nodes in Wireless Sensor Network to Enhance Reliability [19]
by Somnath Sinha, Arun P Prabhan, and Santosh Anand
proposed the work which recognizes the broken hubs and
computes the start-to-finish delay as well as leftover energy.
Which will thusly make dependable correspondence for all
hubs in the WSN.

I1l. DDoS ATTACK COMPREHENSION

In an attack through distributed denial of service, the
perpetrator tries to prevent actual recipients of aid from using
it. From the numerous sites/sources Distributed Denial of
Service attack was performed continuously to halt the user's
system
, because of such impacts, they need to block more IP
addresses than just a few of them. You may see data packets
from legal locations like organizations or colleges that can't be
turned off because the attack may take advantage of a flaw in
an outsider's assistance, such as NTP or DNS, but there are
ongoing efforts to locate these locations, inform them of the
problem, and encourage them to improve their administration.
For clarity, we frame the nuances of these assaults. If an
aggressor has an IP address of 11.12.13.14 and a victim has an
IP address of 21.22.23.24, ”A” can send a package to xyz.com
with the message "fill me in regarding X” and use B’s IP
address 21.22.23.24 as the source address. As a result,
testl.com provides attacker "A" with a lot of information. If
”A" requests the information be sent for 21.22.23.24 from sites
like abc.com, def.com, and others, that is a DDOS attack. The
association cradle of the tragedy will therefore be filled with
future associations that will never be finished, preventing it
from noting potential significant new requests. On different
OSI model layers, DDoS attacks can be launched. In our study,
we describe the various attacks based on the application layer
and the network layer. Additionally, it frequently expands to
include attacks against the different OSI layers.

A. Network Layer Attacks

The flood attack and the Smurf attacks are crucial for the
organization layer attacks. Internet Control Message Protocol
(ICMP) reverberation response packages flood the victim in a
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Smurf attack. This attack makes use of IP broadcasting,
whereby when a package is sent from a machine in a
neighboring organization to an IP broadcast address, that
package is sent to every machine in the organization. In
certain situations, the attacker transmits data packets with the
IP address of the target as the satirical source. If the packages
are transmitted to the IP address of a broadcast, all of the
organization’s hubs receive them. Beginning with the
originating IP address, which is a spoof of the casualty’s
location, each hub responds to the casualty machine.

In a UDP Flood attack, the attacker delivers a huge amount
of UDP packets to the target server’s unusual ports, which
overwhelms the organization’s data transfer capability and
prevents real support requests from reaching the victim
system. A casualties framework will attempt to determine the
holding up of an application on the target port when receiving
a UDP parcel. When no application is monitoring the server,
the ICMP package of the object unreached from the IP
address of the source node/system will be generated.

B. Attacks on Application Layer

Flooding attacks like HTTP and UDP Flooding attacks are
most widely used on application layer attacks. In an HTTP
flood, the attacker targets a web server or application by
taking advantage of HTTP GET or POST solicitations.
Additionally, it is much more difficult to identify and prevent
these attacks. An HTTP client, which is similar to a web
browser, communicates with a server or application by
making a GET or POST HTTP request. GET technique is
also used by the clients to send HTTP requests to the server in
a deficient HTTP Flood attack. Only the portion of the HTTP
header will be sent by the Client, but never the entire thing.
To keep the attachment alive, the client keeps delivering the
subsequent headers at regular intervals. The server's resources
are reduced as a result of sending multiple fragmented
solicitations. The requests from actual customers are then
denied since these requests use up all of the server's
resources. SQL Injection Distributed Denial of Service is the
new type of DDoS attack on application layers, in this type of
attack, the attacker inserts the malicious code in the client-
side software before delivering it to the server.

IV. DATASET COLLECTION

In this study, we collect a dataset with the parameters such
as source node, destination node, packet delay, bandwidth,
and throughput that include information on DDoS attacks like
UDP Flood and HTTP Flood and have named it AVV-
DDo0s2286. Other existing datasets maybe consists of
duplicate and redundant records, which could produce an
unreliable final result. Without redundant or duplicate
records, the following DDoS assaults are included in our
dataset: HTTP Flood and UDP Flood. The Fig 5. represents
the sample of the AVV-DD0s2286 dataset.

Firstly a network simulated environment is created which
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includes n malicious nodes and m nonmalicious nodes. The
simulation is initiated to capture network information such as
source node, destination node, packet delay, bandwidth, and
throughput. Further, the captured information is used for
classification purposes.

The following is a quick description of each of the process’s
steps: We collected the live data from the simulation. The
gathered datasets will be used by machine learning classification
SVM, KNN, and Random Forest to classify the nodes as
malicious nodes and finally, data will be gathered from the
above-mentioned machine learning algorithm, and by using the
Fuzzy Inference System the resulting dataset from which we got
after the classification of machine learning algorithms is
obtained and later it will be used to classify the nodes as highly
malicious, moderate malicious and Nonmalicious.

V. CLASSIFICATION

SVM, KNN, and Random Forest were the classifiers we
investigated and tested in this study. Using these classifiers,
we are using the AVV-DDo0s2286 dataset from the simulation
to classify the nodes as malicious and nonmalicious nodes.
Later after classification with the AVV-DDo0s2286 dataset
obtained from the classification algorithm is passed to Fuzzy
Inference System to classify nodes as highly malicious,
moderate malicious, or non-malicious. Finally using all the
processed information a decision is made to eliminate all the
highly malicious nodes.

A. K-Nearest Neighbors (KNN)

KNN is a widely used data mining tool for applications
involving classification. Classifying the data using KNN will
be done with some pre-defined set of rules/actions. KNN is a
supervised learning algorithm that is in demand for both
regression and classification. KNN model's primary intention
is to classify the given dataset with the given classes/categories
provided by the user with better accuracy. The aim was to
develop a system that anticipates the worth of the intended
variable by acquiring the essential requirements taken from the
input properties. KNN is composed of three different node
types, all the three types of composed nodes make up a KNN.
The node type is as follows, the first node is the root node
which is also the highest node it won't have an approaching
edge but one or more leaving edges, the second type is an
internal node which consists of one approaching node and two
or more leaving edges. The final and third type is the leaf node
which has only one approaching edge but there are no leaving
edges in the leaf node.

Below is a description of how the KNN categorizes
malicious and non-malicious nodes. Deciding the Euclidean
distance between K neighbors and selecting the Kth neighbor’s
number. Next, by using Euclidean distance the K nearest
neighbor will be determined with the help of data points in
each category. After identifying the dangerous and non-
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malicious nodes based on the kth value, assign the new data
points to the category with the most neighbors.

B. Support Vector Machine (SVM)

In addition to KNN, SVM is also the widely used machine
learning algorithm for classification, SVM was also the
supervised learning algorithm similar to KNN. For
classification, regression, and distribution estimation, different
SVM formulations are used. As we already stated, the primary
objective of this study is to categorize each IP packet into its
appropriate class. So, for training and testing datasets, we
choose c- support vector classification (C-SVC). SVM
identifies a hyperplane that establishes a distinction between
the various data types. In 2-D space, this hyper-plane is
nothing more than a line. Each data point in the dataset needs
to be plotted in N-D space using SVM, where n was the count
of characteristics of a dataset. Then, data should be divided
using the ideal hyperplane. By now, you must be aware that
SVM can only perform binary classification by nature. Several
strategies can be used in scenarios involving multiple classes.

The following explains how the SVM categorizes
dangerous and non-malicious nodes. Data points are mapped
to a high-dimensional feature space by SVM to categorize
them. A hyperplane is represented when the data of the
dataset is altered when the separator between the categories is
located. The classification of a new node as malicious or
benign can then be determined using additional data
attributes.

C. Random Forest

A supervised machine learning method called Random
Forest is applied to Classification and Regression issues. To
solve a difficult problem and improve model performance,
Random Forest is used to integrating several classifiers. To
improve model accuracy, Random Forest is a classifier that
uses decision trees on different subsets of the available data
file of the user. Random Forest is a classifier that employs a
handful of decision trees on numerous subsets of the input
data file. Random Forest employs forecasts from multiple
decision trees rather than just one, and it predicts the outcome
based on the votes of the majority of those forecasts. Because
there are more trees in the forest, accuracy is increased and
overfitting is prevented.

The following explains how Random Forest works to
classify malicious and non-malicious nodes. Selecting K data
points at random from the training set. Next, it builds the
decision trees linked to the chosen data points or subsets. For
any decision trees, you intend to construct or build first needs
to select N. At last finds each decision tree’s forecasts for any
new data points, then place them in the category that receives
the most votes.

D. Fuzzy Inference System

In a fuzzy inference system based on some set of rules created
it interprets the data in the input vector and later assigns it to

386




2022|International Conference on Intelligent Innovations in Engineering and Technology

the outer vector. The fuzzy inference system primarily focuses
on decision-making. The following explains how the Fuzzy
Inference Rule System classifies highly malicious, moderate
malicious, and non-malicious nodes. The first set of fuzzy
rules is determined. Next, the input would be rendered fuzzy in
this phase by utilizing the input membership function. Later it
establishes the strength of the rule by taking the fuzzy inputs
which the user has given based on fuzzy rules, at next it uses
the output membership function with the rule strength to
calculate the rule’s consequence. Combine all of the results to
obtain the output distribution. An output distribution that has
been defuzzified is then obtained.

VI. PROPOSED METHODOLOGY
A. Algorithm

Step 1: Create n nodes as malicious and nonmalicious
nodes.

Step 2: Analyse the network parameters.

Step 3: Classify the nodes as legitimate or malicious
nodes using SVM, KNN, or Random Forest.

Step 4: Subject Fuzzy inference rule to classify the nodes
as highly malicious nodes, moderate nodes, and
nonmalicious nodes.

Step 5: Identify the highly malicious nodes.

Step 6: Remove the identified malicious nodes from the
network and make the workflow smoother.

B. Flowchart
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Identify nodes - Highly |

SV

Malicious f Moderate Malicious
£ Mon malicious nodes

Eliminate Highly
Malicious Mode

Fig. 1. Proposed System Flow
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Fig 1. explains the flow of the proposed system from the
initial state i.e. simulation of the nodes till the elimination of
the identified highly malicious nodes. Firstly a simulated
environment is set up which includes nodes of both types -
Malicious and Non Malicious nodes. Then the simulation is
initiated to gather network parameters and other network data.
The network parameters are analyzed and the collected data is
used to train the classifier to determine the nature of the nodes
for the AVV-DD0s2286 dataset. We have used KNN, SVM,
and Random Forest for classification. These classifiers help
determine whether a node is a legitimate or malicious node.
Additionally, Fuzzy inference rules are applied to accurately
identify nodes that are highly malicious, moderate malicious,
and Nonmalicious. Finally using all the processed
information a decision is made to eliminate all the highly
malicious nodes.

VII. SIMULATION

Fig. 2. Network Environment / Node Setup

Fig 2. represents the network environment consisting of
one server node, 49 non-malicious nodes, and 5 malicious
nodes. The simulation is initiated to gather network
parameters and other network data. The network parameters
are analyzed and the collected data is used to train the
classifier to determine the nature of the nodes.

Fig. 3. Packet delivery rate Before and After an attack

In Fig 3., the x-axis represents Data and the y-axis represents
Time in seconds. The above Fig 3. represents the Packet/Data
delivery rate. Here the blue line indicates the flow before the
attack and the red line indicates the flow after the attack.

> [wr | <
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This phenomenon is due to packet delay observed post-
attack which causes a drop in the data rate. In the above graph,
we can identify that after the attack packet delivery rate will
take more time than before the attack.

Jlum\hhnnm

Fig. 4. Throughput fluctuations pre/post-attack

Threaghput

In Fig 4., the x-axis represents the Type of Node and the y-
axis represents Throughput. Fig 4. represents how the
throughput is varied after the attack. In the above bar graph,
the green bar indicates the throughput of a node before the
attack and the red bar indicates the throughput of a node after
the attack. By this, we can identify that after the attack there is
a decrease in the throughput of a node. By this, we can say that
before an attack throughput is less compared to throughput
after the attack. The above graph shows throughput will
decrease after the attack in a node.

VIII. RESULTS AND ANALYSIS
A B C D E

1 sourcenode ion node packetdel bandwidth throughput

2 34 5 155 142 12
3 2 [ 132 165 7
4 11 33 123 134 25
5 1 45 101 53 7
6 [ 11 113 178 1]
7 32 2 112 65 4
8 14 39 141 85 16
9 52 32 150 275 4
10 14 5 117 85 16
i 1 2 160 8% 19
12 a7 4 131 8% 1
13 44 1 141 91 11
14 51 1 168 275 10
15 39 3 153 62 20
16 1 o 103 86 9
17 15 3 133 210 9
18 1 2 129 143 1
19 27 1 155 45 13
20 1 4 114 167 15
21 51 3 142 158 o
22 12 4 141 130 8
23 19 7 148 129 1
24 1 2 125 S50 13
25 V] 1 157 174 8
26 2 4 157 150 20

Fig. 5. Sample Dataset

Fig 5. represents a sample of the AVV-DD0s2286 dataset
which was collected via the network simulation. It contains the
source node, destination node, packet delay, bandwidth, and
throughput data of malicious and nonmalicious nodes. We
have collected more than 2000 scenario-based data. TABLE |
represents the malicious nodes categorization results obtained
from the classification algorithm(KNN, SVM, Random
Forest).

ISBN: 978-1-6654-5652-4
e-ISBN: 978-1-6654-5650-0, 978-1-6654-5651-7

ICIIET — 2022

TABLE | MALICIOUS NODES CATEGORIZATION USING
KNN, SVM AND RANDOM FOREST

Classification algorithm | Malicious nodes
KNN 51,1,52,53,54,55

SVM 14,51,52,53,54

Random Forest 28,52,53,54,55

The acquired information is further subjected to the
Fuzzy Inference rules system.

TABLE Il CLASSIFICATION USING FUZZY INFERENCE

Classification Nodes
Highly malicious nodes 52,53,54

Moderate malicious nodes 51,55
Non-malicious nodes 1,14,28

TABLE I1. represents the results obtained after the
application of Fuzzy Inference rules on the classified data
provided by KNN, SVM, and Random Forest algorithms.
These Fuzzy Inference rules segregate the node data into
three categories namely - Highly Malicious, Moderate
Malicious, and Non-Malicious Nodes.

Analysis of Malicious Nodes

Ho. of Nodes
w
Q

o |

True positive True negative False negative False positive

Fig. 6. Analysis of Malicious nodes

In Fig 6. the y-axis states the number of nodes and the x-axis
states the metrics of a node. From the above Fig 6. we can
identify that there were 3 true positive nodes, 52 true negative
nodes, 2 false negative nodes, and 0 false positive nodes.

IX. CONCLUSION

We have gathered an AVV-DDo0s2286 dataset for this study
that includes data regarding attacks like HTTP and UDP
Flood. Attacks that target the application and network layers
have been identified in the collected data. On the gathered
dataset, three machine learning-based algorithms - KNN,
SVM, and Random Forest were applied to categorize the
DDoS attacks. The Fuzzy Inference System receives the
classification data that the machine learning algorithms have
produced. The system uses Fuzzy rules to further classify the
nodes as highly malicious, moderate malicious, and
Nonmalicious. Finally using all the processed information a
decision is made to eliminate all the highly malicious nodes.
The proposed system can be implemented in the real-time
environment such as banks, corporate offices, hospitals, etc.,to
prevent malicious attacks and to secure the systems.
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Currently, our system is trained to handle and prevent state-
of-the-art DDoS attacks. However, as and when the
technologies change new attacks would come up therefore the
system needs to be intelligently trained to learn new attacks
and come up with strategies to prevent them.

Future studies will examine various features for feature
selection strategies and incorporate more contemporary attack
types in other OSI layers, including transport and other OSI
layers. Training the proposed system intelligently using
artificial intelligence to learn and handle sophisticated attacks
and threats is the future scope that can be taken up.
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Abstract— The world's attention is now being drawn to renewable
energy as a result of rising energy needs, unstable energy
resources, and harmful gas emissions. As a result, the world's
attention is currently focused on renewable energy sources. In
addition, thanks to advancements in software technology, we can
now monitor data from any system in real-time. The most effective
way to gauge how well your solar power system is doing is to
monitor solar panel output. This paper uses an Arduino and
LabVIEW-based live monitoring system to offer information
about the performance of a PV panel. Additionally, various
performance metrics and each panel’s power are determined for
real-time monitoring. PV module, Arduino UNO board, voltage,
and current sensors are among the hardware components. The
system design software includes Arduino IDE, LabVIEW, and
LIFA.

Keywords— Arduino UNO Board, Current Sensor, Lab view,
Microcontroller, PV Panel, Voltage Sensor

I. INTRODUCTION

Photovoltaic (PV) energy sources are growing in importance
as a low-carbon form of energy. PV arrays, or collections of PV
panels, can be as small as a few panels (for a normal domestic
application), hundreds (for an industrial application), or even
thousands of panels [1]. Photovoltaic power plants are gaining
popularity as a source of electricity. Even though individual PV
panels are quite robust, failures do occur. Due to the way that
several PV panels are connected in an array and the Maximum
PowerPoint Tracking mechanism, the performance of the entire
system can be affected by the collapse of a panel [2].

The photoelectric effect is the process of converting light into
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electrical energy in photovoltaic systems. Photovoltaics
consumes photons and lets out electrons on the substance as a
result of this action [3]. An electric current is used to measure
the expelled electron. The goals of this study are to develop and
model a solar performance tracking simulator, by analyzing
voltage-current and power-voltage graphs and to receive
caution of faults caused by various defects [4]-[6].

A. Work parts

This paper will be separated into two parts:

The first phase entails software development, which will use
LabVIEW and the Arduino IDE, and hardware. The LabVIEW
software is used as the main program in this paper to monitor
the output of the solar panel in real-time, including voltage,
current, power, and temperature [7]. After that, the Arduino
IDE program is used to communicate with the Arduino board.
The solar panel data is collected utilizing an Arduino board.

Second, there's the hardware, which includes fixing up the
solar panels and corresponding computing circuit, which
includes sensors and an Arduino board, data can be transferred
and viewed through the system. The sensors are linked to the
Analog input/output ports of the Arduino in this simulator,
which reads the analog input data. After that, the Arduino is
linked to the LabVIEW application, which displays voltage-
current and power-voltage graphs [8].

B. Arduino Uno

There is a common misconception that the Arduino is a
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microcontroller while in fact, the Arduino consists of a
development board that is built around a microcontroller and
the software required by it. The development board used in this
paper is the Arduino Uno which is built around the 8-bit
microcontroller ATmega328p. The development board has 14
digital 1/0 pins and 6 analog 1/O pins (Integrated Development
Environment). A USB cable or an external 9V battery can
provide voltages in the range of 7 to 20 volts [9].

Fig. 1. Photovoltaic solar panel

C. PV Panel

The photoelectric effect is the process of converting light into
electrical energy in photovoltaic systems. A solar cell works
based on this photovoltaic effect. When light strikes the solar
cell, electrons in the p-type area are freed, while holes are
created in the n-type region [10]. This lowers the junction's
potential energy barrier, allowing current to flow and creating
an external potential difference as shown in Fig. 1.

A PV panel is made up of connecting several solar cells
serially, and consists of two layers, one of which has '++' on one
end and another end have a '-' polarity. It is referred to as a PN
Interface. A "hole" is generated when an electron breaks loose,
and it behaves like a positive charge. On other hand in this PN
interface, electrons and holes break away (electrons toward N,
holes toward P), resulting in a potential difference. As a result,
a PV cell generates a constant electric current [11].

D. Current Sensor

It detects the presence of current in a circuit and creates a
corresponding voltage signal either in digital or analog form.
Current is measured in two ways namely direct or indirect sense.
In direct sensing, the voltage drop across a wire can be measured
with the help of ohm's Law while current runs through the
circuit. Current sensors are devices that use the magnetic field
to detect and create a proportional output to measure the current
flowing through a wire as clearly depicted in Fig. 2. They work
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on AC and DC power. Current sensors enable us to read current
passively, without any disturbance to the circuits. They are
positioned around the conductor that will be used to measure the
current [12].

E. Voltage Sensor

It is used to detect and measure the voltage across any circuit
or medium. The sensor works based on the voltage divider
principle. It consists of two resistance R1 and R2 connected
serially and output is taken from the middle of the circuit as
depicted in Fig. 3. It reduces the input voltage by 5 times. The
sensor is connected parallel to the PV connection. We get digital
values with the help of ADC in the sensor circuit.

The sections of this work are structured as follows: Section
Il illustrates the literature review of PV Panels used in various
applications and section Il includes the implementation
proposal. Section IV includes an evaluation of the outcome
analysis, and Section V conclusion and Future Work.

Il. RELATED WORK

Alankrita et al., [13] examine the use of machine learning in
various aspects of the renewable energy system, including
projections where it is used to create precise models, maximum
power point tracking where it offers reliable and smooth
control that is less sensitive to input noise, and inverters where
it can be used to produce the highest power without variation
even with irregular input. Gupta et al., [14] proposed the
mathematical modeling of the aforementioned photovoltaic
(PV) systems, individuals with double diode-based PV systems
are constructed in the MATLAB/Simulink GUI environment.
With an RL load, a thorough comparison of transient analysis
for single and double/bypass PV systems has been conducted.

S. Malathy et al., [15] introduced a static shade-tolerant

network that improves output in darkened settings by dis-
tributing the shading across the array. Additionally, a general-
realized approach for locating panels inside an array is
described. Results of testing the suggested algorithm and
network in the MatLab-Simulink environment for various
array sizes and shading circumstances are demonstrated.
Anurag Singh et al.,
[16] provides a summary of the most recent advancements in
various PV array layout models for PV systems to lessen the
consequences of PSCs. Different modeling strategies are
examined, with an emphasis on their advantages and
shortcomings. Modern  state-of-the-art  literature  has
investigated and classed several models according to key
designs and characteristics.
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I1l. PROPOSED IMPLEMENTATION

A. Workflow

This service provides a low-cost instantaneous synthesizer
system based on LabVIEW and Arduino to characterize the
performance of a PV panel. extra for simultaneous PV output
data monitoring. Among the hardware, parts are a PV module,
an Arduino UNO board, and voltage and current sensors. The
system design software comes with LIFA, LabVIEW, and the
Arduino IDE. The instrumentation system's schematic diagram
can be seen in Fig. 4.
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B. Block Diagram of LabVIEW

Fig. 5 shows the system's front panel and the block diagram
for LabVIEW. To make it easier to understand, the block
diagram is broken into 4 sections. The first displays the
building elements for setting up the hardware and software in
a sequential sequence, including the type of Arduino, serial
communication mode, and Baud rate. The analog read pins Al
pin for voltage reading and A2 pin for | measured that was used
to initialize the designated Arduino ports as inputs will be
utilized to collect the V and | measurements from the
microcontroller in the second section.
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(c). Schematic view of the connection between the current sensor,
Arduino and the PV panel.

Fig. 2. Current Sensor Module and its Schematic
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Fig. 5. Block diagram of the monitoring system of PV solar
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Fig. 6. The Front Panel of the monitoring system of PV solar
panel
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The PV panel’s final voltage must be multiplied by five any solar PV failure conditions. As a result, we put the
because the microcontroller can read voltage between zero and  arrangement into practice using LabVIEW, regularly
five volts, as explained in the hardware section. Utilizing the  gathering data from the PV panel using an Arduino board,
product of the current and voltage measurements, the PV and displaying it in the output of the data monitoring system.
panel’s output power is computed. Using X/y graphs created in By carrying out the suggested activities, the challenge of
LabVIEW, the system monitoring interface in Fig. 6 will show identifying the flaw can be overcome.
the current-voltage and power-voltage curves of PV panel b
properties.

C. Experimental setup |aen Lm.5 - oo |

The configuration of the concurrent monitoring system is
shown in Fig. 7. Additional parts include the Arduino board,
the voltage, and the current sensors. We run the software
interface using Lab VIEW after connecting the Arduino board
via USB to the computer. The Arduino board is connected to
the PC's serial port for the visa block. The output data will be
plotted in real-time on the Lab VIEW monitoring interface
after the program has finished running.

I Send

IV. SIMULATION RESULTS
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The output of the I-V and P-V graphs which are obtained
from the Solar panel is depicted below in Fig. 8.
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st V. CONCLUSION AND FUTURE WORK

1 In this paper, a system for observing Photovoltaic panels has
been developed. An Arduino board was used to collect data, and
data recording and its processing are done by LabVIEW. The
voltage value is displayed on the front panel of the LabVIEW
GUI. In addition, by analyzing various current voltage and
power voltage curves, the model's performance can be
evaluated. This initiative examines current events and the over
voltage from the solar PV cell will be detected by the system.
This proposed method was created using the LabVIEW block
diagram and displayed on the GUI's front panel. According to
the problem statement, detecting any malfunctioning condition
of solar PV is quite difficult. The difficulty of recognizing the
defect can be overcome by executing this proposed work.

Fig. 8. Data Monitoring System front panel In the future, we intend to implement the utilization of
machine learning in a variety of renewable energy system
applications, such as forecasting, where it is used to create

The output obtained from the serial monitor of Arduino accurate models, and maximizing power point tracking, where
which is obtained from the Solar panel is depicted in Fig. 9. it can be used to produce high-quality power.

The problem statement claims that it is difficult to identify
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